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GENERAL ANNEXES

ANNEX 1

Glossary!

e ‘adequacy decision’ refers to a decision by the European Commission made by reference
to a set of criteria to the effect that a third country’s data protection laws are considered to
be adequate. An adequacy decision allows data to be transferred outside the EU/EEA or to
an international organisation without any further authorisation or notice because adequate
protections apply as a matter of law (GDPR Art. 45(1)).

e ‘Annexes’ refers to the present set of annexes to the Roadmap.

e ‘Arbitral Participants’ is used in this Roadmap to refer to parties, their legal counsel, the
arbitral institutions and the arbitrators (only). However, data protection principles also
apply to those who work for them (or with them) during an arbitration, including tribunal
secretaries, experts, vendors and service providers (such as e-discovery experts,
information technology professionals, court reporters, translation services, etc.).

e ‘California Consumer Privacy Act’ or ‘CCPA’ designates the California Consumer
Privacy Act of 2018, Cal. Civ. Code §§ 1798.100 et seq.

e ‘consent’ of the data subject means any freely given, specific, informed and unambiguous
indication of the data subject's wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data relating to him or
her (GDPR Art. 4(11)).

e ‘controller’ means the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the processing

of personal data (GDPR Art. 4(7)).

e ‘culling’ means filtering data.

! The glossary refers mainly to the GDPR. However, throughout the text of the Roadmap references are provided to
similar concepts used in other modern data protection laws.
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‘data breach’ means a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored
or otherwise processed (GDPR Art. 4(12)).

‘data controller’ — see ‘controller’ above.

‘data concerning health’ means personal data related to the physical or mental health of
a natural person, including the provision of health care services, which reveal information
about his or her health status (GDPR Art. 4(15)).

‘data minimisation’ is a principle established by the GDPR according to which the
processing of personal data must be adequate, relevant, and limited to what is necessary in
relation to the purposes for which the data is processed (GDPR Art. 5(1)(c)).

‘data processor’ is a natural or legal person, public authority, agency or other body which
processes personal data on behalf of the controller (e.g., GDPR Art. 4(8)).

‘data protection authority’ or ‘DPA’ — see ‘supervisory authority’ below.

‘data privacy notice’ or ‘data protection notice’ refers to a document whereby the
controller notifies the data subject in a concise and accessible form that his or her personal
data is being processed and the purpose of the processing. The notice must comply with the
requirements set out in GDPR Arts. 12-14 of the GDPR.

‘Data Protection Directive’ designates Directive 95/46/EC of the European Parliament
and of the Council on the Protection of Individuals with Regard to the Processing of
Personal Data and on the Free Movement of Such Data, OJ L 281/31 (24/10/1995).

‘data protection protocol’ refers to a document addressing data protection whereby the
roles and responsibilities of data controllers and processors vis-a-vis the processing of
personal data are identified and agreed.

‘data subject’ means an identified or identifiable natural person. An identifiable natural
person is one who can be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data, an online identifier or to
one or more factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person (GDPR Art. 4(1)). Legal entities are not
data subjects.

‘data transfer’ refers to transfers of data, which is very broadly defined by the EU.
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‘Data Transfer Guidance’ refers to the EDPB ‘Guidelines 2/2018 on derogations of
Article 49 under Regulation 2016/679° dated 6 February 2018.

‘Document Disclosure Guidance’ refers to the EU Working Party, ‘Working Document
1/2009 on pre-trial discovery for cross border civil litigation’, WP 158, dated 11 February
20009.

‘establishment’ implies the effective and real exercise of activity through stable
arrangements. The legal form of such arrangements, whether through a branch or a
subsidiary with a legal personality, is not the determining factor in this respect (GDPR Rec.
22).

‘European Data Protection Board’ or ‘EDPB’ designates the entity that has replaced the
EU Working Party under the GDPR (see ‘EU Working Party’). It is empowered to issue
guidelines, recommendations and best practices to encourage consistent application of the
GDPR and the setting of administrative fines.

‘European Economic Area’ or ‘EEA’ encompasses the twenty-seven EU Member States
and three additional states: Iceland, Liechtenstein and Norway. The scope of application of
the GDPR extends to the EEA.

‘European Union’ or ‘EU’ designates the twenty-seven EU Member States: Austria,
Belgium, Bulgaria, Cyprus, Croatia, Czech Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, Poland,
Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, and the Netherlands. The term EU
as used in the Roadmap includes the EEA countries as well. Moreover, although the UK
is no longer a member of the EU or EEA, the rules described herein apply in the UK during
a yet to be defined withdrawal period lasting until at least 31 December 2020.

‘EU Working Party’ was a body of representatives of national data protection authorities,
established under Article 29 of the EU Data Protection Directive, the GDPR’s predecessor.
The EU Working Party was tasked with providing guidance on the application of data
protection rules under the previous EU Data Protection Directive. The advice rendered by
the EU Working Party remains valid until replaced, amended or abrogated by the EDPB.

“filing system’ means any structured set of personal data which are accessible according
to specific criteria, whether centralised, decentralised or dispersed on a functional or
geographical basis (GDPR Art. 4(6)).

‘General Data Protection Regulation’ or ‘GDPR’ designates Regulation (EU) 2016/679
of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such
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data, and repealing Directive 95/46/EC (General Data Protection Regulation), OJ L 119,
4.5.2016.

e ‘Indian Act’ designates the India Information Technology (Reasonable Security Practices
& Procedures and Sensitive Personal Data or Information) Rules, 2011.

¢ ‘international organisation’ means an organisation and its subordinate bodies governed
by public international law, or any other body which is set up by, or on the basis of, an
agreement between two or more countries (GDPR Art. 4(26)).

e ‘ICO’ means the UK Information Commissioner’s Office.

e ‘joint controller’ — refers to the situation where two or more controllers jointly determine
the purposes and means of processing (GDPR Art. 26).

o ‘lawful basis’ refers to one of the six possible lawful bases, one of which must apply
whenever processing personal data (Article 6 GDPR).

o ‘legitimate interests’ of is one of the lawful bases for data processing, and can be applied
except where such interests are overridden by the interests or fundamental rights and
freedoms of the data subject (GDPR Art. 6(1)(f); GDPR-Specific Annex 6). The GDPR
does not define what constitutes “legitimate” interests and a wide range of interests may be
legitimate interests. It could be the data controller’s legitimate interests in the processing
or it could include the legitimate interests of any third party. When legitimate interests are

relied upon as a basis for processing, a legitimate interest assessment should be undertaken.
(See Annex 5).

o ‘Legitimate Interests Assessment’ refers to an analysis undertaken to identify the
particular interests being relied upon when a data controller uses “legitimate interests” as
the lawful basis for processing (see Annex 5).

o ‘LGPD’ designates the Brazilian General Data Protection Act (Statute 13709/18).

e ‘personal data’ means any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who can be identified, directly
or indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural person
(GDPR Art. 4(1)).
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e ‘personal data of a child’ is given special protection under the GDPR. Where personal
data of a child is processed based on consent and the child is below the age of 16 years,
such processing shall be lawful when the consent is provided by the holder of parental
responsibility over the child. Member States may provide by law for a lower age provided
that such lower age is not below 13 years (GDPR Art. 4(2)).

e ‘Privacy Shield’ refers to the EU-U.S. Privacy Shield Framework, designed by the U.S.
Department of Commerce and the European Commission to provide a basis for lawful data
transfers with adequate data protection from the EU to the US
(https://www.privacyshield.gov/welcome).

e ‘processing’ means any operation or set of operations which is performed on personal data
or on sets of personal data, whether or not by automated means, such as collection,
recording, organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction (GDPR Art. 4(2)).

e ‘processor’ means a natural or legal person, public authority, agency or other body which
processes personal data on behalf of a controller (GDPR Art. 4(8)).

e ‘pseudonymisation’ means the processing of personal data in such a manner that the
personal data can no longer be attributed to a specific data subject without the use of
additional information, provided that such additional information is kept separately and is
subject to technical and organisational measures to ensure that the personal data is not
attributed to an identified or identifiable natural person. It is similar to redaction but
requires that the data subject not be identifiable without additional measures (GDPR Art.

4(5)).
R
e ‘Roadmap’ designates this ICCA-IBA Roadmap to Data Protection in International
Arbitration.
S

e ‘sensitive data’— see ‘special category data’ below.

e ‘special category data’ is data which reveals racial or ethnic origin, political opinions,
religious or philosophical beliefs, or trade union membership and the processing of genetic
data, biometric data for the purpose of uniquely identifying a natural person, data
concerning health or data concerning a natural person’s sex life or sexual orientation.
(GDPR Art. 9(1) and 9(2)(f)).
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e ‘standard contractual clauses’ refers to clauses that have been adopted by the European
Commission (or is some cases by a supervisory authority), which if entered into allow data
to be transferred outside the EU in the absence of an adequacy decision (GDPR Art. 46).

e ‘supervisory authority’ means an independent public authority which is established by a
Member State pursuant to Article 51 GDPR (GDPR Art. 4(21)). It is also referred to as a
‘data protection authority’ or ‘DPA’.

e ‘targeting’ is the term used to refer to activities whereby an individual or entity that is not
“established” in the EU nevertheless comes within the jurisdictional scope of the GDPR,
including when they (1) offer of goods or services to data subjects in the EU or (2) monitor
the behaviour of data subjects in the EU (GDPR Art. 3(2), Recs. 23-24). The EDPB has
published ‘Guidelines 3/2018 on the territorial scope of the GDPR (Art. 3) providing
further guidance on when data processing activities will be considered to constitute
targeting for the purposes of the application of the GDPR.

e ‘third country’ means any country outside of the European Union and EEA.

e ‘third country data transfer(s)’ refers to data transfers of personal data outside of the EU
or to an international organisation (GDPR Arts. 45, 46(1), 49).

e ‘third party’ means a natural or legal person, public authority, agency or body other than
the data subject, controller, processor and persons who, under the direct authority of the
controller or processor, are authorized to process personal data (GDPR Art. 4(10) GDPR).

e ‘transfer out’ means any transfer — no matter the size, format, means of transmission or
frequency — of personal data to countries outside the EEA (European Economic Area).
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ANNEX 2

Overview of Data Protection Principles and Practice Tips in International Arbitration

Practice Tips

1.  Third Country Data Transfers — Arbitral Participants should identify and document at
the outset of the proceedings any applicable restrictions on third country transfer of personal
data and what steps could be taken to transfer personal data in compliance with the restrictions.
This includes any applicable data localisation laws which might impact the conduct of
proceedings. Compliance with these laws during an arbitration can impact the process and
requires advance planning.

2. Lawful Basis - Arbitral Participants should identify and document at the outset of
proceedings what data will need to be processed for the arbitration and the lawful basis that
will be relied upon for the processing of any personal data, sensitive data or data related to
children, and further how any data relating to criminal convictions, offences or related security
measures can be processed. Some data protection laws have established a specific legal basis
for data processing of personal data and/or sensitive data for arbitration. This is the case in
Brazil, and for sensitive data under the GDPR, where there is a legal basis in the context of
making or defending legal claims, which is likely to apply to arbitration. In other cases, where
a legitimate interest is relied upon as a lawful basis for the processing of personal data, a
legitimate interests assessment should be undertaken (as is the case for personal data under the
GDPR). [Annex 5]. Reliance on consent should be avoided altogether when another lawful
basis is available, but may be required in jurisdictions where the system is primarily based on
consent, like India.

3. Proportionality — The rules established by the data protection laws are intended to be
applied in a proportionate manner that respects the data subject’s rights taking into
consideration the risk posed by the processing (considering, for example, the nature and
amount of data being processed and the circumstances), and at the same time respects the rights
of third parties. This means in practice that when determining data protection obligations and
deciding how to comply, Arbitral Participants may consider the nature of the data being
processed and the potential harm for a data subject caused by the processing of their personal
data for the arbitration, as well as the rights of the parties being served in the arbitration. In all
cases, however, the rights of the data subjects must be afforded adequate protection.

4. Data Subject Rights — Arbitral Participants should put in place measures to comply with
data subject rights, including data subject access requests, update and correction requests. The
mechanics of addressing data subject rights should be considered early in the proceedings and
potentially addressed in a Data protection protocol.
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5  Information Security — Arbitral Participants should apply a proportionate, risk-based
approach to information security. They should consider agreeing whether additional
information security measures are required for the arbitration in addition to those already
employed by the Arbitral Participants in their ordinary course of business, potentially as part
of a Data protection protocol, to help manage risk. Reference may be made to the ICCA/NY
City Bar/CPR Cybersecurity Protocol for International Arbitration (2020 Edition) [Link] and
the IBA Cybersecurity Guidelines (2018) [Link] where appropriate.

6. Data Breach Notification — Arbitral Participants should consider and document in
advance what will constitute a data breach, the procedure that will be followed if a breach
occurs, the format for reporting, and who will be notified. This is important given the tight
deadlines for notification of certain types of data breaches established by some data protection
laws and the potential uncertainty about when there is an obligation to inform the parties.

7. Transparency — Arbitral Participants should determine what transparency requirements
apply to them: (1) generally, including the publication of adequate data privacy notices; (2)
when preparing to issue proceedings (in the case of the claimant and its legal counsel); (3) at
the outset of proceedings; and (4) as proceedings progress and new personal data is processed
or used for a different purpose. Arbitral Participants should consider issuing (or updating pre-
existing) privacy notices to meet those requirements.

8.  Accountability — Arbitral Participants should document all measures and decisions taken
regarding data protection compliance (in particular, the lawful basis relied on for data
processing/third country transfers of data and any legitimate interests analysis, etc.) to allow
them to demonstrate compliance with applicable laws to the competent authorities and other
Arbitral Participants, if necessary. This should be done in a form that can be shared with the
competent authorities. A Data protection protocol can play an important part of documenting
compliance, provided it is understood that it can be shared, if necessary.

9.  Applicability — Arbitral Participants should consider at the outset of (or prior to issuing
proceedings in the case of parties and their legal counsel) what data protection laws will apply
to them and the other Arbitral Participants.

10. Service Providers — When engaging third parties to assist in proceedings (experts, court
reports, translators, etc.), Arbitral Participants should consider whether applicable data
protection laws require them to enter into a data processing agreement with the third party and
compliance with any applicable third country data transfer restrictions.




Not for citation

11. Data Collection and Review — When preparing their cases, parties and their legal
counsel should identify and document the: (1) relevant data subjects or categories thereof (2)
categories of personal data, sensitive data, personal data of children and any data related to
criminal proceedings that are likely to be processed and whether it is primarily low risk
business correspondence and documentation; (3) likely impact of that processing on the
relevant individuals;(4) lawful basis for processing that data for the arbitration; (5) how
applicable transparency obligations have been, or can be, complied with, including whether it
is feasible to provide additional notices without infringing on the parties’ rights or the integrity
of proceedings; and (6) steps to minimise the processing of personal data to that which is
necessary for the lawful basis pursued (e.g., by limiting data collection to specific custodians,
data ranges or applying search terms, redaction, pseudonymisation, etc.).

12. Arbitrator Selection — When selecting an arbitrator in a case where a party, arbitrator
or institution is aware, or should be aware, that any of the parties or the institution is bound by
a data protection law, the Arbitral Participant making the selection should take steps to ensure
that personal data may be processed by (including transferred to) the arbitrator in accordance
any applicable data protection law.

13. Planning — Any Arbitral Participant that considers itself bound by a data protection law
in relation to the proceedings should inform the other Arbitral Participants as soon as
practicable so that appropriate measures can be undertaken to ensure that the arbitration is
conducted in accordance with the law. Data protection should be included on the agenda of the
first procedural conference to give the Arbitral Participants the opportunity to discuss
applicable data protection laws and how they can be complied with in a proportionate manner.
[Annexes 3 and 4]

14. Data protection protocol — Arbitral Participants should consider using a signed data
protection protocol to address the data protection issues arising during the arbitration, which
could be included by reference in the first procedural order or terms of reference to document
how data protection compliance will be managed. Where it is not possible to achieve a signed
Data Protection Protocol, many of the issues that would be addressed in a Protocol may need
to be ordered by the Tribunal in Procedural Order One. [Annex 4].

15. Directions — Like any other aspect of the administration of arbitral proceedings, arbitral
institutions and tribunals are required to issue directions applying data protection principles
during the arbitration to the extent necessary for the efficient resolution of the dispute.

10
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16. Document Disclosure — The impact of data protection laws should be considered in the
context of document production. To the extent required by the applicable laws, third-country
transfers may need to be limited and the information disclosed may need to be minimised, for
example by the application of search terms and artificial intelligence during review, or
redacting or pseudonymising personal data prior to disclosure, and otherwise limiting the
personal data produced to that which is necessary for the resolution of the dispute in line with
the applicable lawful basis for processing.

17. Awards — Before the award is rendered, Arbitral Participants should consider the extent
to which personal data should be included in the award and steps that might be taken to
minimise the inclusion of personal data in the Award and to ensure its confidentiality when
described by the parties.

18. Data Retention — Arbitral Participants should consider how long to retain personal data
connected with proceedings and the time after which such personal data and/or the documents
containing it should be destroyed or permanently deleted.

11
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ANNEX 3
Data Protection Checklist

This checklist contains a non-exhaustive list of data protection considerations that may
impact Arbitral Participants.

Caution: Use of this checklist does not ensure compliance with any data protection law or
regulation. Each Arbitral Participant has individual responsibility for data protection
compliance. Where a modern data protection law applies, careful consideration should be
given to these issues during the proceedings and when considering Data Protection Protocols,
Procedural Orders, and Terms of Reference. Not all of these issues arise in every arbitration
and in some cases data protection issues will be raised that are not listed.

General Considerations under the GDPR
Are you covered by the GDPR?

Establishment

= Consider whether you are established in the EU through stable arrangements.
= Does the processing occur “in the context of the activities” of that EU establishment?

= If so, subject to certain exceptions (e.g. household information), all your personal data
processing activities are covered worldwide

Targeting

= If you decide you are not established in the EU, consider whether you have targeted EU
data subjects for purposes of this arbitration.

= If so, your processing and related processing for that arbitration are covered, but not your
activities generally

Am I data controller, processor or joint controller?

= Consider whether you decide the purpose and means of the processing.

= If so, then you are a data controller responsible for compliance and being able to
demonstrate compliance with the GDPR. Such control is generally inherent in the function
of institutions, arbitrators, and legal counsel.

= If you process personal data but do not control the purpose and means of the data
processing, then you may be a data processor, for which you would require a GDPR-
compliant data processing agreement. This may be the case, for example, for e-discovery
firms, court reporters, and interpretation and translation services in certain contexts.

= Consider whether you jointly control the purpose and means of the processing, in which
case you may be a joint controller together with the others with whom you exercise such
joint control.

= Caution — joint control has been broadly defined and carries joint and several liability

12
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What is my lawful basis for processing personal data?

= Consider the lawful basis for your processing of personal data.

= Consider whether the processing of data is necessary for the legitimate interests (of you or
other Arbitral Participants), provided that the legitimate interest is not overridden by the
rights and freedoms of the data subject

= Note that relying on legitimate interests requires a documented legitimate interest
assessment (see Annex 5)

Is consent a reliable lawful basis for processing personal data?

= Relying on consent creates uncertainty.

= Consent must be obtained from each data subject, not from the parties. Employee consent
is often considered to be invalid.

= Consent may be refused or withdrawn at any time, in which case it may be difficult to rely
upon another lawful basis. This means that consent is not recommended as a lawful basis
in the arbitration context and is only appropriate in limited circumstances.

What is my lawful basis for processing special category data or of a child?

= Consider your lawful basis for the processing of any special category data or data relating
to a child

= Is the processing of any special category data necessary to establish, exercise or defend a
legal claim? What is the basis for processing any data related to a child?

Can I process any data related to criminal activity?

= Consider whether you can process personal data relating to criminal activity, which must be
done under a supervising authority’s control or as authorized by Union or Member State law.

What is my lawful basis for transferring any data outside the EU?

= Transfer is allowed to countries or international organisations with an adequacy decision,
or where appropriate safeguards including standard contractual clauses have been put in
place, or where a derogation applies.

= Consider whether third country data transfers are required (including to international
organisations)

= Determine whether any countries to which transferred will be made have adequacy
decisions

U

Consider entering into standard contractual clauses

U

Where that is not feasible, consider whether a derogation permitting transfer applies.

U

Third country data transfers are permissible, e.g., where necessary to establish, exercise or
defend legal claims. This may require that the personal data has been minimised, the
transfers are “occasional” and means are put in place to protect the personal data after
transfer.

13
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Preparing for a Case

Arbitration Agreement and Arbitrator Selection

= Does the arbitration clause expressly address data protection or information security?

= Is any likely Arbitral Participant governed by a data protection law or regulation that may
impact the arbitration?

= Have any of the Arbitral Participants issued data privacy notices? What do they say?

= In reviewing potential legal counsel and/or arbitrator candidates, has consideration been

given to how their appointment will impact the data protection profile of the arbitration?
Are they willing to enter into standard contractual clauses if necessary?

Document Collection and Review

= What kind of personal data is likely to be processed during the arbitration?

= Does it include sensitive data?

= Where is the (i) personal and (ii) sensitive data (if any) likely to be located?

= Does the data collection and review require third country data transfer, and, if so, what is
the lawful basis for the transfer? Consider mapping the data flows.

= How will the (i) personal and (ii) sensitive data (if any) be collected and by whom?

= What is the lawful basis for the collection and use of the (i) personal and (ii) sensitive data
for a potential arbitral claim or defense under the relevant data protection law(s)?

= Can data related to criminal convictions and offences or related security measures be
processed for the arbitration? Personal data of a child?

= Is any relevant data located in a country with a localisation regime (possibly Russia or
China)? How will this be managed?

= Is the amount of data being collected fair and proportionate to the claim?

= Have efforts been made to minimize the amount of data collected and reviewed? Has the

data been culled? Has consideration been given to redacting or pseudonymising the
personal data or sensitive data?

= How has notice been provided to the data subjects identified in the data to be processed for
the arbitration:

0 If notice has been provided, does it address the use of personal data for
arbitration or dispute resolution?

0 Ifnot, is data processing for the arbitration compatible with the purpose that was
notified?

0 Isitnecessary to send a further data privacy notice informing the individual data
subjects that their personal data is being collected for use in a potential
arbitration? Could this be done together with any arbitration hold that may be
issued?

0 What impact would specific notification have on any confidentiality of the
proceedings (that may have yet to be brought)?

= Are adequate record keeping measures in place to demonstrate compliance with data
protection laws and regulations during the collection and review of data?

= What data retention and destruction policy is in place?

14
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During the Arbitration

Case Management

= When should data protection be addressed during the proceeding? Who should raise it and
when?
= What methodology should be used to address data protection during the proceedings?
0 Should data protection be addressed by agreement of the parties or order of the
tribunal?
0 Can a signed data protection protocol agreed between the parties and the tribunal
be used to manage data protection compliance for the arbitration covering the
issues set out in this Checklist (see Annex 4)?

0 If this is not possible, will these issues be addressed in the Terms of Reference or
Procedural Order 1?

Lawful basis

= Are the Arbitral Participants satisfied that they have a lawful basis for the processing of any
(1) personal data and (2) any sensitive data during the arbitration?

= Have legitimate interests been considered as a basis for the processing of personal data during
the arbitration?

= Iflegitimate interests will be relied upon for the processing of personal data, have the Arbitral
Participants undertaken a legitimate interests assessment (see Annex 5)?

= Can data related to criminal convictions and offences or related security measures be
processed for the arbitration? Personal data of a child?

Third Country Transfer

= Will any personal or sensitive data be transferred to third countries for purposes of the
arbitration?

= If'so, what is the lawful basis for the third country transfer under the applicable data protection
law?

= If'the GDPR applies:
0 Do the third countries have adequacy decisions?
0 Should consideration be given to entering into Standard Contractual Clauses?
O Are the data transfers necessary to establish, exercise or defend legal claims?

= Has consideration been given to minimising the personal data through
culling and/or pseudonymisation/redaction?

= Are the transfers “occasional”?

= What measures will be put in place after the transfer addressing
compliance with data protection principles?

Notices

= What notification has been provided to data subjects about the processing of their personal or
sensitive data?

= Is the processing of their data for the arbitration compatible with the notification?

15
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= Is it necessary to send a further data privacy notice informing data subjects that their data will
be processed in the arbitration?

= What impact would further notification have on any confidentiality of the proceedings?

Data Minimisation

= What efforts will be taken to minimise the personal and sensitive data processed for the
arbitration?

= Has consideration been given to culling the data set for relevance and the possibility of redaction
and pseudonymisation of personal data and sensitive data where necessary under the applicable
data protection law?

Information Security

= Have reasonable measures been put in place to protect the security of the information,
including personal and sensitive data, to be processed in relation to the arbitration?

= Has consideration been given to the ICCA-NYC Bar-CPR Cybersecurity Protocol for
International Arbitration?

= Taking into consideration the existing information security practices of the Arbitral
Participants, has consideration been given to agreeing in advance whether any additional
information security measures may be required for the arbitration?

Data Subject Rights Requests

= Have the Arbitral Participants identified what steps will be undertaken if a data subject enforces
its data subject rights, including data subject access requests, during the arbitration?

Data Breach

= Have Arbitral Participants put a process in place for complying with their notification
obligations if there is a data breach, taking into account the very short deadlines established
in the GDPR and many other data protection laws for informing the relevant supervisory
authority and/or data subjects of the data breach?

= Has consideration been given to what constitutes a data breach?

Record Keeping

= Have the Arbitral Participants put record keeping measures in place to demonstrate
compliance with the relevant data protection laws and regulations in a manner that can be
shared with the data protection authorities if needed?

Indemnities and insurance

= Should any indemnities related to data protection compliance be given, and, if so, by whom
and how?

= Have Arbitral Participants considered obtaining insurance in relation to data protection
violations or data breaches?

Award

= Do relevant data protection laws and regulations impact the arbitral tribunal’s ability to
include personal data in the award?

= Should this be addressed with the Arbitral Participants? Has consideration been given to
agreeing in advance what personal data and sensitive data will be included in the award?

16
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GDPR-SPECIFIC ANNEXES

ANNEX 4
GDPR Language for Possible Use in Terms of Reference/Procedural Orders/Data

Protection Protocols

This language contains possible wording that could be considered for inclusion in a Data
Protection Protocol, Procedural Order, or Terms of Reference, where a relevant data
protection law applies to one or more Arbitral Participants. Where possible, preferred
practice would be to enter to a signed Data protection protocol. The wording is geared
around the GDPR, and indications are given where the GDPR is referred to.

Caution: Use of this generic language does not ensure compliance with any law or regulation.
Each Arbitral Participant has individual responsibility for data protection compliance.
Before including any language addressing data protection issues, careful consideration
should be given to what is appropriate for the specific case. This generic language therefore
must be modified to reflect the circumstances of the case, the procedural context, and the
instrument in which it will be recorded. For example, the language will need to be modified
depending on whether it is being entered into by agreement or by order.

DATA PROTECTION PROTOCOL

Introduction

1. This protocol addresses data protection issues under the [General Data Protection
Regulation 2016 (“GDPR”) and other data protection laws, namely relevant national
law implementing and supplementing data protection including the GDPR to the
extent applicable] (“Data Protection Laws”) for the purpose of this arbitration. It is
subject to review and amendment as appropriate during the course of the arbitration.

2. The definitions and meanings used [in the GDPR] apply to this Protocol including

99, <

references to the following: “data controller”; “data subject(s)”; “personal data”;

99,

“personal data breach”; “process/processing”; “processor”’; and “special categories of
personal data”.

3. The seat of this Arbitration is [LOCATION].

4.  The following individuals and entities (and their respective individual representatives), in
addition to the arbitrator (s) (the “Tribunal”), are or are likely to be involved in the
Arbitration:

i.  The Claimant;

ii.  The Respondent (together the “Parties”);
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iii.  The legal representatives of the Claimant and Respondent namely [LAW FIRM A]
(“Firm A”) and [LAW FIRM B] (“Firm B”) and any [barristers/advocates]
engaged by the Parties (together the “Legal Representatives”);

iv.  The Arbitral Institution [insert name] (the “Institution”); and
v.  (i-1v) together being the “Arbitral Participants.”
Responsibility for Compliance
5. The Arbitral Participants are data controllers for the purposes of the Data Protection Laws.

6.  Each data controller to which [the GDPR] applies has a responsibility to comply with [the
provisions of the GDPR] and to be able to demonstrate compliance. Each Arbitral
Participant agrees to keep adequate records of its data protection compliance activities
during the course of the Arbitration in a non-confidential form which they may, at their
discretion, disclose to any competent regulatory authority after informing the other Arbitral
Participants.

7. Any natural or legal person involved in the arbitration that considers itself or others acting
on its behalf to be bound by a relevant data protection law or regulation shall inform the
Tribunal as soon as practicable taking into consideration the orderly conduct of the
proceedings. This means that, absent unusual circumstances, general data protection issues
will be raised at the case management conference if not before to the extent the Parties and
their Legal Representatives are aware of them. Issues coming to light later in the
proceedings may be raised at that time.

8. The Tribunal shall issue binding directions applying data protection principles during the
arbitration to the extent appropriate for the efficient resolution of the dispute.

9.  The Parties and their Legal Representatives shall be responsible:

i.  To ensure that their processing of all personal data of the Arbitral Participants and
other data subjects for the purpose of use in this Arbitration has been carried out in
compliance with the GDPR and any other Data Protection Laws in so far as
applicable, including processing prior to its being sent to the Tribunal or otherwise
used in this Arbitration;

ii.  To take steps to ensure that data subjects (including those who are not Arbitral
Participants, such as those mentioned in witness statements and evidence) whose
personal data may be processed in this Arbitration are aware of how their data is
being processed for the arbitration and any other required information (save where:
(a) such personal data will not be obtained directly from those data subjects; and (b)
to do so would be impossible or involve disproportionate effort);
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iii.  To ensure that all third parties with whom they share information personal data
(including sensitive/special category) obtained during the Arbitration (for example,
service providers) are aware of and abide by their data protection obligations with
respect to that data, including entering into a [GDPR compliant] data processing
agreement where required; and
iv.  To indemnify the Tribunal and hold the Tribunal members harmless to the full
extent legally allowed from any third-party claims or regulatory proceedings arising
from any breach of any applicable data protection laws during the course of, or
otherwise related to, the arbitration.
Personal Data Likely to be Processed during the Arbitration
10. The following personal data may be processed during this Arbitration:
1. Personal identification information and biographical and contact information;

ii.  Financial information;

iii.  Information as to any legal or regulatory impediment including international
sanctions;

iv.  Employment related information;
v.  Information concerning the events surrounding the facts of the arbitration; and

vi.  Other personal information such as ethnicity, family members, medical conditions
(i.e., sensitive or special categories of personal data).

Personal data relating to criminal convictions or offences shall not be processed or
presented to the Tribunal without advance notice and permission to do so.

How and when such information will be processed

11. Personal data (including sensitive or special categories of personal data) may be processed
as follows:

i.  In the preparation, transmission and service of all arbitral pleadings, memorials,
evidence and submissions;

ii.  In the preparation, transmission and service of any witness statement or expert
report;

iii.  During the process of document production;
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12.

13.

14.

15.

16.

17.

iv.  During the transmission of communications, in particular e-mails, between the
Tribunal and the Legal Representatives and between the Parties and the Legal
Representatives;

v. Inpreparing and delivery of orders of the Tribunal and the preparation and delivery
of any arbitral awards;

vi. In communications with the Institution; and

vii.  To other third parties for the purpose of the smooth running of the Arbitration, such
as transcribers and interpreters.

The Legal Basis for the Processing

Personal data in this Arbitration is processed for the purpose of the legitimate interests of
the Parties in resolving this dispute and to ensure that the arbitral process operates
efficiently and expeditiously and that the rights of the Parties are respected except where
such interests are overridden by the interests or fundamental rights of the data subject. The
Tribunal has undertaken a legitimate interests assessment.[See Annex 5]

In so far as any special category of personal data is processed it is because it is necessary
for the establishment, exercise or defence of legal rights.

If either party considers that processing on this basis is not appropriate, it shall notify the
Tribunal forthwith.

The Parties and their Legal Representatives agree that they shall not do anything contrary
to the principles set forth in paragraphs 12 and 13, including but not limited to seeking data
subject consent, without first raising the issue with the Tribunal and obtaining directions.

Transfer of Personal Data [outside the EEA]

If a transfer of personal data is made to a recipient who is [outside of the EEA] and not
based in a jurisdiction providing an adequate level of protection for personal data as
determined by the European Commission, such transfers will be made to the extent
necessary for the Parties to establish, exercise or defend their legal claims or where there is
another lawful basis to do so.

In all cases of third country data transfer in the context of the proceeding, the data shall be
minimized in advance and reasonable measures shall be put in place to ensure that the
underlying principles established in the relevant data protection law are complied with after
transfer.
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18.

19.

20.

21.

22.

23.

24.

Confidentiality [To be omitted in non-confidential arbitrations, but see footnote]?

This Arbitration, including all communications between the Tribunal, Institution, and the
Parties, shall be confidential.

The Parties have undertaken as a general principle to keep confidential all awards in the
Arbitration, together with all materials in the Arbitration created for the purpose of the
Arbitration and all other documents produced by another Party in the proceedings not
otherwise in the public domain (the “Arbitration Materials”). This obligation applies save
and to the extent that disclosure may be required of a Party by legal duty, to protect or
pursue a legal right, or to enforce or challenge an award in legal proceedings before a state
court or other legal authority (a “Specified Disclosure Purpose”).

[A similar confidentiality obligation is contained in Article 3(13) of the IBA Rules on the
Taking of Evidence in International Arbitration (as adopted on 29 May 2010) (the “IBA
Rules”), which the Parties have agreed should be taken into account during the document
production stage of the Arbitration.] [To be included where IBA Rules apply]

To the extent that any Arbitral Participant needs to disclose any of the Arbitration Materials
for a Specified Disclosure Purpose, such Arbitral Participant shall seek to ensure that the
confidentiality of those materials is respected so far as possible under the applicable
national law.

Data Minimisation

The Parties and their Legal Representatives agree that they shall minimise the personal data
(including any sensitive/special categories of personal data) that is processed for the
Arbitration.

[Document disclosure will be pursuant to the IBA Rules to ensure focused and specific
disclosure which is relevant and material to the outcome of the dispute, and documents not
failing within this category shall not be processed for the Arbitration.] [To be included
where IBA Rules apply]

Where feasible, the Parties and their Legal Representatives shall take such steps as are
necessary to redact or otherwise remove any personal data (including any special categories
of personal data) that is not relevant or necessary for the purpose of this Arbitration.

2 Note to Reader: Confidentiality of the proceedings is not required as such by the data protection laws, but the extent
to which the proceedings are confidential may be considered in deciding whether the rights of the data subjects have
been adequately protected. For example, in the Document Disclosure Guidance, it was suggested that protective orders
should be entered into whenever possible before data transfers to the US for purposes of US legal proceedings.
Applying the same reasoning to arbitration would suggest that, where possible, confidentiality of the proceedings
should be considered as a means of protecting the personal data (including any special categories of personal data)
from being made public. Where this is not possible, for example in many investor-State cases, this does not make the
processing unlawful but would argue in favour of limiting the personal data being processed.
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25.

26.

27.

28.

29.

Parties, witnesses and data subjects who are referred to in the evidence or the pleadings in
particular should be made aware by their Legal Representatives that it may be necessary to
refer to their personal data data (including any special categories of personal data) in an
arbitral award.

Security and Cybersecurity [refer to ICCA-NYC Bar-CPR Cybersecurity Protocol
for other possible measures to be considered]

The Parties and their Legal Representatives shall ensure that the storage and exchange of
the personal data processed in this Arbitration is protected by way of appropriate technical
and organisational safeguards, including through the use of secure servers and password-
protected access, and taking into account the scope and risk of the processing, including the
impact on data subjects, the capabilities and regulatory requirements of all those involved
in the arbitration, the costs of implementation, and the nature of the information being
processed or transferred, including the extent to which it includes personal data or sensitive
commercial, proprietary or confidential information. This should include, as appropriate:

i.  the pseudonymisation and encryption of personal data;

ii.  the ability to ensure the ongoing confidentiality, integrity, availability and resilience
of processing systems and services;

iii.  the ability to restore the availability and access to personal data in a timely manner
in the event of a physical or technical incident; and

iv.  aprocess for regularly testing, assessing and evaluating the effectiveness of
technical and organisational measures for ensuring the security of the processing.

The individuals who shall have access to such personal data shall be limited to individuals
based on a need-to-know basis in connection with this Arbitration.

Data Retention

Subject to any privacy statements of a data controller which may reflect the legitimate need
to retain the personal data for different periods, all personal data processed and used in this
Arbitration shall only be retained as long as, and to the extent that, it is necessary in
relation to the purposes set out above and/or to fulfil any obligations under applicable laws
or ethical requirements (including legal, regulatory and ethical retention obligations).
Personal data will need to be retained pending the conclusion of appeals, challenges and/or
enforcement of awards in any event and to ensure compliance with the legal and ethical
obligations of the Arbitral Participants.

Data Subject Rights

Any Arbitral Participant who receives any request from any data subject in respect of the
processing of his/her personal data in relation to this Arbitration, shall promptly notify the
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30.

31.

32.

33.

34.

other Arbitral Participants of such request unless it is prohibited from doing so by
applicable law.

Where the Arbitral Participant who receives the data subject request did not originally
collect the personal data from the data subject, the Arbitral Participant receiving the request
may (but is not obliged to) consult with the data controller who originally collected the
personal data to decide how best to address the data subject request within the applicable
law.

The Arbitral Participants agree that they shall consider such requests fairly and promptly
and make any necessary alteration to that data subject’s personal data promptly and notify
all Parties and the Tribunal of the need to do the same.

The Arbitral Participants agree that they shall cooperate to ensure that data subject requests
are made in good faith and minimize the impact on the Arbitration of any data subject
request.

Personal Data Breach

The Arbitral Participants shall monitor the security of their electronic systems and the
location of any hard or soft copies of personal data in their possession which is being or has
been processed in this Arbitration.

Should any Arbitral Participant determine that a personal data breach has occurred
involving the personal data processed by them in this Arbitration, they shall promptly: (i)
investigate such breach and its likely impact on any relevant data subject’s rights and
freedoms; (i1) consider whether notification of such breach is legally required; (iii) take
appropriate steps to address and mitigate the consequences of such breach and comply with
applicable legal requirements; and (iv) notify the other Arbitral Participants when required
to do so under the applicable arbitration rules or their ethical obligations.
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ANNEX S

Checklist for Legitimate Interest Assessment

When the GDPR or another modern data protection law applies to an Arbitral Participant,
the Arbitral Participant will be required to have a lawful basis for processing personal data
during the arbitration.

For the reasons addressed in the Roadmap in many instances, when the GDPR applies, the
preferred lawful basis will often be the legitimate interests of either the data controller or a
third party or both. [Link] When legitimate interests are employed as the lawful basis, the
European Data Protection Board has taken the view that a legitimate interest assessment
should be performed.

This checklist contains a non-exhaustive list of considerations that should be applied in
performing a legitimate interests assessment.

Caution: Use of this checklist does not ensure compliance with the GDPR or any other law or
regulation. Each Arbitral Participant has individual responsibility for data protection
compliance. Where a modern data protection law applies, careful consideration should be
given to the lawful basis for the processing of personal data for the arbitration.

Am I relying on a legitimate interest for the processing of personal data for the
arbitration?

= Controllers must have a lawful basis for processing personal data, which are set out in
Article 6(1) of the GDPR

= Among other reasons, data processing is lawful where the processing is necessary for the
legitimate interests of the controller or a third party, unless these interests are overridden by
the individual’s interests or fundamental rights. This lawful basis may be best suited for
arbitration.

= The EU has indicated that when relying on legitimate interests, a legitimate interests
assessment should be undertaken and documented

What is the three-part test for applying a legitimate interest for the processing of
personal data for the arbitration?

The EU has explained that there is a three-part test that should be applied when undertaking a
legitimate interest assessment:

= Identify the legitimate interest
= Carry out a “necessity test”

= Carry out a “balancing test”
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What is my or a third party’s legitimate interest?

The first step in a legitimate interest assessment is to identify a legitimate interest — what is the
purpose for processing the Personal Data and why is it important to you as a controller? In the
context of an arbitration, the legitimate interest may involve the administration of justice, ensuring
the parties’ rights are respected and the expeditious and fair resolution of claims under the applicable
arbitration rules, and many other interests as well.

The “necessity test”: Is the processing necessary to achieve my or a third party’s
legitimate interests?

This prong of the test asks whether the processing of the personal data is necessary to achieve my
or a third party’s legitimate interest. In applying this standard, Arbitral Participants, for example,
might consider whether data minimisation techniques could be used to reduce the amount of
personal data processed without infringing on the party’s rights.

The “balancing test”: Have I balanced the interests?

The third prong of the test requires balancing the legitimate interest of the controller or a third party
against those of the data subject and considering whether the legitimate interests of the data
controller or a third party are overridden by those of the data subject. The balancing test should
always be conducted fairly and must give due regard and weight to the rights and freedoms of
individuals. Some factors to consider when making a decision regarding whether an individual’s
rights would override a controller’s legitimate interest are:

o the nature of the data subject’s interests;
e the impact of processing on the data subject’s interests; and

e any safeguards which are, or could, be put in place.

Have I documented the legitimate interest assessment?

The European Data Protection Board has explained that the legitimate interest assessment should
be documented and if an issue arises, a supervisory authority is likely to review the
documentation. This should therefore be done in a manner that can be disclosed on request.
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ANNEX 6
Example Privacy Notices for Arbitration Proceedings for (A) Arbitral Institutions, (B)
Arbitrators, and (C) Legal Counsel

EXAMPLES ONLY

Arbitral Participants covered by the GDPR or another modern data protection law should
consider whether to issue a Data Privacy Notice in relation to their arbitration related
activities. If they decide to do so, they then need to decide each aspect of any Data Privacy
Notice that is issued because it will govern how they process data going forward.

We have prepared example Data Privacy Notices below. They are geared towards the GDPR,
although most data protection laws require similar notices.

The language suggestions below are tailored for arbitration related activities only. Arbitral
Participants should consider either issuing a separate privacy notice addressing any other
data processing activities they are engaged in (for example, marketing) or modifying the
example notice to add them.

Caution: Use of these notices does not ensure compliance with any law or regulation. Each
Arbitral Participant has individual responsibility for data protection compliance. Where a
modern data protection law applies, careful consideration should be given to whether a Data
Privacy Notice is required and if so, what its content should be. The Example Notices are not
intended to be exhaustive and Arbitral Participants must assess and reflect their specific data
processing activities. Where applicable, these considerations will impact each Arbitral
Participant.
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ANNEX 6A
Data Privacy Notice for Arbitral Institutions (Not International Organisations)
EXAMPLE ONLY

Last Updated: [e]
Purpose of this Privacy Notice

The [Name of Institution] (“[Name of Institution]” “we” or “us”) performs dispute resolution
services and carries out other activities in relation to disputes or potential disputes, both during
their pendency and after their conclusion, including under the [Name of Institution] Arbitration
Rules (and the [Name of Institution] Mediation Rules] (“[Name of Institution] Proceedings” or
“Proceedings”).

This Privacy Notice describes how [Name of Institution] collects and processes personal data in
the context of those services and activities. This Privacy Notice is not intended to override any
other privacy-related orders or notices that may be issued in the context of [Name of Institution]
Proceedings or that we may provide you in specific circumstances. Our privacy notice for all other
activities that do not relate to [Name of Institution] Proceedings can be found here. [Link]

[Name of Institution] Proceedings may finally determine the rights and interests of persons (both
individuals and legal entities) and must therefore be undertaken fairly and impartially. While the
[Name of Institution] does not determine the outcome of disputes itself, we play an important role
in ensuring that justice is administered in [Name of Institution] Proceedings, and that the parties’
fundamental rights to due process, equal treatment and to present their case and to be heard are
protected.

The conduct of [Name of Institution] Proceedings requires that personal data is processed that
relates to arbitrators, mediators, adjudicators, experts and others acting or potentially acting in
similar roles (“Neutrals™), as well as tribunal secretaries, members of the [Name of Institution]
Court, parties, their authorised representatives and legal counsel, witnesses and all other
individuals that may be identified or identifiable in any information that is processed by the [Name
of Institution] in the context of the [Name of Institution] Proceedings.

The [Name of Institution] acts as a controller of personal data for some of its activities in the
context of [Name of Institution] Proceedings. You should be aware that others may also act as
data controllers during [Name of Institution] Proceedings, for example, the parties, their
authorised representative or legal counsel and Neutrals. The [Name of Institution] is the
responsible entity for the data processing activities that it undertakes as an institution, but not for
the activities undertaken by other data controllers in the context of [Name of Institution]
Proceedings. Their activities are not the subject of this Privacy Notice.

Please note that when, in the context of [Name of Institution] Proceedings, you provide any
personal data relating to an individual with whom we or the person to whom the personal data is
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submitted have no direct relationship, it is your duty to provide the individual data subject with
adequate notice that their data is being processed for this purpose and to comply with your other
applicable data protection obligations.

This Privacy Notice is in effect as of the date indicated at the end of this Privacy Notice. A footer
to this Privacy Notice will be placed on all communications during [Name of Institution]
Proceedings. If we make material changes to this Privacy Notice, we will indicate this in the footer
and update this Privacy Notice on our website with a changed date at: [Link].

If you have any questions about this Privacy Notice, or how we treat your personal data in the
context of [Name of Institution] Proceedings, or if you wish to exercise any of your data subject
rights, please refer to the details found at the end of this Privacy Notice.

What personal data do we collect and how do we collect it?
Depending on the circumstances, we may obtain the following personal data about you:

Neutrals, Tribunal Secretaries, Members of the [Name of Institution] Court

e Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and other
personal data submitted to us by you, a party, a party’s authorised representative or
legal counsel, a Neutral, a tribunal secretary, or a member of the [Name of
Institution] Court, or otherwise disclosed to or collected by us from third parties
or publicly available resources, in connection with [Name of Institution]
Proceedings;

e Information about whether you are subject to economic sanctions or any other legal
or regulatory impediment.

Individual Parties/Party’s Authorised Representatives/Legal Counsel

e Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and other
personal data submitted to us by you, a party, a party’s authorised representative or
legal counsel, a Neutral, a tribunal secretary, or a member of the [Name of
Institution] Court, or otherwise disclosed to or collected by us from third parties
or publicly available resources, in connection with [Name of Institution]
Proceedings;

¢ Information about whether you are subject to economic sanctions or any other legal
or regulatory impediment.

Fact and Expert Witnesses

e Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and other
personal data submitted to us by you, a party, a party’s authorised representative or
legal counsel, a Neutral, a tribunal secretary, or a member of the [Name of
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Institution] Court, or otherwise disclosed to or collected by us from third parties
or publicly available resources, in connection with [Name of Institution]
Proceedings;

Information about whether you are subject to economic sanctions or any other legal
or regulatory impediment;

Personal data you choose to include in your witness statement or expert report and
any oral testimony you may give (which may be transcribed), as submitted to us
during [Name of Institution] Proceedings in which you provide written or oral
evidence;

Any other personal data of yours submitted to us by a party, a party’s authorised
representative or legal counsel, a Neutral, a tribunal secretary, or a member of the
[Name of Institution] Court, or otherwise disclosed to or collected by us from third
parties or publicly available resources, in connection with [Name of Institution]
Proceedings in which you provide written or oral evidence.

Other Individuals

Personal data of yours submitted to us by a party, a party’s authorised representative
or legal counsel, a Neutral, a tribunal secretary, or a member of the [Name of
Institution] Court, or otherwise disclosed to or collected by us from third parties
or publicly available resources, in connection with [Name of Institution]
Proceedings.

How do we use your personal information and on what legal basis?

Depending on the circumstances in which we process your personal data, we may use your personal
data in the following ways and on the legal bases described below:

Neutrals, Tribunal Secretaries, Members of the [Name of Institution] Court

To assess your availability and suitability (including in response to specific
challenges made by parties) to be appointed and to continue to act in [Name of
Institution] Proceedings, as necessary to further our and the parties’ legitimate
interests? in ensuring that only suitable candidates are appointed and that conflicts
of interest do not arise that could undermine the actual or perceived integrity of
[Name of Institution] Proceedings;

To maintain a database of potential Neutrals and tribunal secretaries as necessary
to further our and potential parties’ legitimate interests in identifying and appointing
suitable Neutrals and tribunal secretaries;

3 Note to Reader: Any time legitimate interests are relied on in the EU, relevant EU guidance suggests that there should
be a documented legitimate interests’ assessment (see Annex 5).
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To decide and potentially publish [to be completed where the institution
publishes arbitration-related materials];

To remit funds to you or provide administrative information regarding your
(potential) appointment or the conduct of [Name of Institution] Proceedings, as
necessary for the performance of our agreements with you and duties under them;

To facilitate the general conduct of [Name of Institution] Proceedings, including
to communicate with you, facilitate communications between arbitral participants,
and to fulfil other administrative tasks in relation to [Name of Institution]
Proceedings, as necessary for furthering the parties’ legitimate interests in resolving
the dispute between them, and the parties’ and the [Name of Institution]’s interests
in ensuring that the arbitral process operates efficiently and expeditiously and that
the rights of the parties are respected;

Where necessary to meet our legal and regulatory compliance obligations, including
those relating to taxes, economic sanctions and money laundering (“Legal
Compliance Obligations”).

Individual Parties/Party’s Authorised Representative and Legal Counsel

To provide services in relation to [Name of Institution] Proceedings (including
remitting funds) and to communicate with you in your capacity as a party to [Name
of Institution] Proceedings or an authorised representative or legal counsel of a
party, as necessary for furthering the parties’ legitimate interests in resolving the
dispute between them, and the parties’ and the [Name of Institution]’s interests in
ensuring that the arbitral process operates efficiently and expeditiously and that the
rights of the parties are respected;

Where we have entered into an agreement to provide services to you as an
individual in connection with [Name of Institution] Proceedings (for example,
claims brought by individuals), we may process your personal data (only) as
necessary to perform our obligations and duties under that agreement;

Where necessary to meet our Legal Compliance Obligations.

Expert and Fact Witnesses

To facilitate your giving of evidence in [Name of Institution] Proceedings, and the
examination of such evidence, as necessary for furthering the parties’ legitimate
interests in resolving the dispute between them, and the parties’ and the [Name of
Institution]’s interests in ensuring that [Name of Institution] Proceedings operate
efficiently and expeditiously and that the rights of the parties are respected;

Where necessary to meet our Legal Compliance Obligations.
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Other Individuals

e Asnecessary for furthering the parties’ legitimate interests in resolving the dispute
between them, and the parties’ and the [Name of Institution]’s interests in ensuring
that [Name of Institution] Proceedings operate efficiently and expeditiously and
that the rights of the parties are respected,

e  Where necessary to meet our Legal Compliance Obligations.
How do we share your personal information?

Depending on the circumstances in which we handle your personal data, we may share it with the
following natural and legal persons, as necessary for furthering the parties’ legitimate interests in
resolving the dispute between them, and the parties’ and the [Name of Institution]’s interests in
ensuring that [Name of Institution] Proceedings operate efficiently and expeditiously and that the
rights of the parties are respected or as otherwise set out below:

e [Name of Institution] Court members to further the administration of cases [add
other activities of the relevant Court];

e Other participants in [Name of Institution] Proceedings in which you are involved,
for example professional transcribers or other service providers;

e Our service providers such as our third-party data hosting providers in order for us
to provide services in connection with [Name of Institution] Proceedings;

e With third parties including our professional advisors, financial institutions or law
enforcement agencies, where necessary to comply with our Legal Compliance
Obligations, or where it is otherwise in our or a party’s legitimate interests to do so.

Where do we transfer your personal data?

From time to time we transfer personal data to third countries in connection with the services we
perform in relation to [Name of Institution] Proceedings in which you are involved, or as may
otherwise become necessary in the course of our operations. We make such transfers where there
is a lawful basis for doing so.*

How long do we retain your personal information?

We will only keep your personal data for as long as is reasonably necessary in the circumstances.
Retention periods vary depending on the category of data, taking into account legal and regulatory

4 Note to Reader Where the GDPR applies, consideration should be given to the following language:

If the recipient is not based in a jurisdiction providing an adequate level of protection for personal data as determined
by the relevant regulatory body, we make such transfers in accordance with our legal obligations, for example where
the transfers are necessary to establish, exercise or defend legal claims in the context of [Name of Institution]
Proceedings, or where there is another lawful basis to do so.
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requirements, limitation periods for taking legal action, good practice and the lawful basis on which
we process your personal data.

What rights do you have over your personal data?

Depending on the circumstances, you have a number of rights over the personal data that we
process about you. These may include the right to:

e Request access to your personal data and to obtain a copy of it from us, where this would
not adversely affect the rights and freedoms of others;

e Correct your personal data that we hold where it is incomplete or inaccurate;

e Have your personal data erased where there is no good reason for us continuing to use or
retain it, unless the processing is necessary to pursue a legal claim or defense;

e Request that your personal data is used only for restricted purposes, unless the processing
is necessary to pursue a legal claim or defense;

e Request us to stop processing your personal data when it is being processed based on your
consent;

e Object to your personal data being processed if the lawful basis for processing it is either
our or a third party’s legitimate interests, unless there are overriding legitimate grounds for
the processing;

e Require certain of your personal data to be transferred to you or a third party to the extent
that the data was collected directly from you; and

e Lodge a complaint with the relevant data protection authority.

If you wish to exercise any of these rights, or if you have any questions about this notice or how
we treat your personal data, you can contact us:

e Byemail: [TO BE ADDED]
e Bypost: [TO BE ADDED]

Please note that if you are an employee of, nominated or engaged by, or otherwise affiliated with
a party to an [Name of Institution] Proceeding, we suggest that you raise your concerns with that
party in the first instance before contacting the [Name of Institution] regarding the processing of
your personal data in the context of [Name of Institution] Proceedings.

Date: [dd mm year]
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ANNEX 6B
Data Privacy Notice for Arbitrators
EXAMPLE ONLY

Last Updated: [o]
Purpose of this Privacy Notice

[Name of Arbitrator] (“I” or “me”) acts as an arbitrator and carries out other activities in relation
to disputes or potential disputes, both during the pendency of such disputes and after their
conclusion (“Arbitral Proceedings™).

This Privacy Notice describes how I collect and process personal data in the context of those
services and activities. This Privacy Notice is not intended to override any other privacy-related
orders or notices that either I or a tribunal of which I am a part may issue in the context of the
Proceedings or that [ may provide to you in specific circumstances. My privacy notice for all other
activities that do not relate to my activities in relation to Arbitral Proceedings can be found here.
[Link]

Arbitral Proceedings may finally determine the rights and interests of persons (both individuals
and legal entities) and must therefore be undertaken fairly and impartially, which requires me to
ensure that that the parties’ fundamental due process rights, rights to equal treatment and their right
to present their case and to be heard are protected.

My activities as an arbitrator may require me to process personal data that relates to arbitrators,
mediators, adjudicators, experts and others acting or potentially acting in similar roles
(“Neutrals”), as well as tribunal secretaries, employees of arbitral institutions, parties, their
authorised representatives and legal counsel, witnesses and other individuals that may be identified
or identifiable in any information that is processed during the Arbitral Proceedings.

I act as a controller of personal data for some of my activities as an arbitrator. You should be aware
that others may also act as data controllers during Arbitral Proceedings in which I act as an
arbitrator, for example, the parties, their authorised representative or legal counsel, the arbitral
institution and other Neutrals. When I act as an arbitrator, I am responsible for the data processing
activities that I undertake in that function, but not for the activities undertaken by other data
controllers acting in the context of Arbitral Proceedings, including other Neutrals. Their activities
are not the subject of this Privacy Notice.

Please note that when, in the context of Arbitral Proceedings, you provide any personal data
relating to individuals with whom I or the person to whom such data is submitted has no direct
relationship, it is your duty to provide the individual data subject with adequate notice that their
data is being processed for this purpose and to comply with your other applicable data protection
obligations.
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This Privacy Notice is in effect as of the date indicated at the end of this Privacy Notice. A link to
this Privacy Notice is found under the signature line of my emails. If I make material changes to
this Privacy Notice, I will update this Privacy Notice on my website with a changed date at: [Link].

If you have any questions about this Privacy Notice or how I treat your personal data in the context
of Arbitral Proceedings, or if you wish to exercise any of your data subject rights, please refer to
the details found at the end of this Privacy Notice.

What personal data do I collect and how do I collect it?

Depending on the circumstances, I may obtain the following personal data about you in the context
of Arbitral Proceedings in which I serve as arbitrator:

Institutional Representatives

e Your name, contact details and other information you may provide to me during the
appointment process or in the context of Arbitral Proceedings, including any
challenge proceedings, in which I serve as an arbitrator.

Neutrals

e Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and other
personal data submitted to me by you, a party, a party’s authorised representative
or legal counsel, another Neutral, a tribunal secretary, or a representative of the
institution, or that is otherwise disclosed to, or collected by, me from third parties
or publicly available resources in the context of Arbitral Proceedings in which I
serve as an arbitrator;

e Information about whether you are subject to economic sanctions or any other legal
or regulatory impediment.

Tribunal Secretaries

e Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and other
personal data submitted to me by you, a party, a party’s authorised representative
or legal counsel, another Neutral, a tribunal secretary, or a representative of the
institution, or that is otherwise disclosed to, or collected by, me from third parties
or publicly available resources in the context of Arbitral Proceedings in which |
serve as an arbitrator;

e Information about whether you are subject to economic sanctions or any other legal
or regulatory impediment.

Individual Parties/Party’s Authorised Representatives and Legal Counsel

e Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and other
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personal data submitted to me by you, a party, a party’s authorised representative
or legal counsel, another Neutral, a tribunal secretary, or a representative of the
institution, or that is otherwise disclosed to, or collected by, me from third parties
or publicly available resources in the context of Arbitral Proceedings in which I
serve as an arbitrator;

Information about whether you are subject to economic sanctions or any other legal
or regulatory impediment.

Fact and Expert Witnesses

Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and other
personal data submitted to me by you, a party, a party’s authorised representative
or legal counsel, another Neutral, a tribunal secretary, or a representative of the
institution, or that is otherwise disclosed to, or collected by, me from third parties
or publicly available resources in the context of Arbitral Proceedings in which |
serve as an arbitrator;

Information about whether you are subject to economic sanctions or any other legal
or regulatory impediment;

Personal data you choose to include in your witness statement or expert report and
any oral testimony you may give (which may be transcribed), as submitted to me
during Arbitral Proceedings in which you provide written or oral evidence;

Any other personal data of yours submitted to me by a party, a party’s authorised
representative or legal counsel, a Neutral, a tribunal secretary, or a representative
of the institution, or that is otherwise disclosed to, or collected by, me from third
parties or publicly available resources in the context of Arbitral Proceedings in
which I serve as an arbitrator.

Other Individuals

Personal data of yours submitted to me by a party, a party’s authorised
representative or legal counsel, a Neutral, a tribunal secretary, or a representative
of the institution, or that is otherwise disclosed to, or collected by, me from third
parties or publicly available resources in the context Arbitral Proceedings in which
I serve as an arbitrator.
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How do I use your personal information and on what legal basis?

In the context of Arbitral Proceedings in which I serve as an arbitrator, and depending on the
circumstances, I may use your personal data in the following ways and on the legal bases described
below:

Other Neutrals and Tribunal Secretaries

e To assess your availability and suitability (including in response to specific
challenges made by parties) to be appointed and to continue to act in Arbitral
Proceedings, as necessary to further the parties’ and my legitimate interests® in
ensuring that only suitable candidates are appointed and that conflicts of interest do
not arise that could undermine the actual or perceived integrity of the Arbitral
Proceedings;

e To maintain an informal database of potential Neutrals and tribunal secretaries as
necessary to further both my and potential parties’ legitimate interests in identifying
and appointing suitable chair persons and tribunal secretaries;

e To remit funds to you or provide administrative information regarding your
(potential) appointment or the conduct of Arbitral Proceedings, as necessary for the
performance of any agreement we may have entered into and my duties under them;

e To facilitate the general conduct of Arbitral Proceedings, including to communicate
with you, facilitate communications between the tribunal and the arbitral
participants more broadly, and to fulfil other administrative tasks in relation to
Arbitral Proceedings, as necessary for furthering the parties’ and my legitimate
interests in resolving the dispute between them efficiently and expeditiously and
ensuring that the rights of the parties are respected;

e Where necessary to meet my legal and regulatory compliance obligations, including
those relating to taxes, economic sanctions and money laundering (“Legal
Compliance Obligations”).

Individual Parties/Party’s Authorised Representatives and Legal Counsel

e To facilitate the general conduct of Arbitral Proceedings, including to communicate
with you, facilitate communications between the tribunal and the arbitral
participants, and to fulfil other administrative tasks in relation to Arbitral
Proceedings, as necessary for furthering the parties’ and my legitimate interests in
resolving the dispute between them efficiently and expeditiously and ensuring that
the rights of the parties are respected;

e Where we have entered into an agreement for me to provide services to you as an
individual in connection with Arbitral Proceedings (for example, claims brought by

5 Note to Reader: Any time legitimate interests are relied on in the EU, relevant EU guidance suggests that there should
be a documented legitimate interests’ assessment (see Annex 5).
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individuals), I may process your personal data (only) as necessary to perform my
obligations and duties under that agreement;

e  Where necessary to meet my Legal Compliance Obligations.

Expert and Fact Witnesses

e To facilitate your giving of evidence in Arbitral Proceedings, and the examination
of such evidence, as necessary for furthering the parties’ and my legitimate interests
in resolving the dispute between them efficiently and expeditiously and ensuring
that the rights of the parties are respected;

e Where necessary to meet my Legal Compliance Obligations.

Other Individuals

e Asnecessary for furthering the parties’ and my legitimate interests in resolving the
dispute between them efficiently and expeditiously and ensuring that the rights of
the parties are respected;

e Where necessary to meet my Legal Compliance Obligations.
How do I share your personal information?

Depending on the circumstances in which I process your personal data, I may share it with the
following people as necessary for furthering the parties’ and my legitimate interests in resolving
the dispute between them efficiently and expeditiously and ensuring that the rights of the parties
are respected, or as otherwise set out below:

e Arbitral Participants and others involved in Arbitral Proceedings in which you are
also involved;

e My service providers such as third-party data hosting providers in order for me to
provide services in connection with Arbitral Proceedings;

e With third parties including my professional advisors, financial institutions, or law
enforcement agencies, where necessary to comply with my Legal Compliance
Obligations, or where it is otherwise in my or another Arbitral Participant’s
legitimate interests to do so.
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Where do I transfer your personal data?

From time to time I transfer personal data to third countries in connection with the Arbitral
Proceedings in which I serve as an arbitrator, or as may otherwise become necessary in the course
of my operations.® I make such transfers where there is a lawful basis for doing so.

How long do I retain your personal information?

I will only keep your personal data for as long as is reasonably necessary in the circumstances.
Retention periods vary depending on the category of data, taking into account legal and regulatory
requirements, limitation periods for taking legal action, good practice and the lawful basis on which
I process your personal data.

What rights do you have over your personal data?

Depending on the circumstances, you may have a number of rights over the personal data that I
process about you. These may include the right to:

e Request access to your personal data and obtain a copy of it from me, where this would not
adversely affect the rights and freedoms of others;

e Correct your personal data that I hold where it is incomplete or inaccurate;

e Have your personal data erased where there is no good reason for me continuing to use or
retain it, unless the processing is necessary to pursue a legal claim or defense;

e Request that your personal data is used only for restricted purposes, unless the processing
is necessary to pursue a legal claim or defense;

e Request me to stop processing your personal data when it is being processed based on your
consent;

e Object to your personal data being processed if the lawful basis for processing it is either
my or a third party’s legitimate interests unless there are overriding legitimate grounds for
the processing;

e Require certain of your personal data to be transferred to you or a third party to the extent
that I collected the data directly from you;

e Lodge a complaint with the relevant data protection authority.

If you wish to exercise any of these rights, or if you have any questions about this notice or how I
treat your personal data, you can contact me:

6 Note to Reader: Where the GDPR applies, consideration should consider the following language:

If the recipient is not based in a jurisdiction providing an adequate level of protection for personal data as determined
by the relevant regulatory body, I make such transfers in accordance with my legal obligations, for example where the
transfers are necessary to establish, exercise or defend legal claims in the context of arbitration proceedings, or where
there is another lawful basis to do so.
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e Byemail: [TO BE ADDED]
e By post: [TO BE ADDED]

Please note that if you are an employee of, nominated or engaged by, or otherwise affiliated with
a party to an Arbitral Proceeding in which I am appointed as an arbitrator, I suggest that you raise
your concerns with that party first before contacting me regarding the processing of your personal
data in the context of Arbitral Proceedings.

Date: [dd mm year]
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ANNEX 6C
Data Privacy Notice for Legal Counsel

EXAMPLE ONLY

Last Updated: [o]
Purpose of this Privacy Notice

[Name of Legal Counsel or the law firm] [“I”, “me,” “we” or the firm] act (s) as a legal counsel
and [carry/carries] out other activities in relation to disputes or potential disputes that are
submitted to arbitration and other dispute resolution mechanisms, both during their pendency and
after their conclusion. (“Dispute Resolution Proceedings™)

This Privacy Notice describes how [I, we, or the firm] collect and process personal data in the
context of those services and activities. [My/ the firm’s] General Privacy Notice can be found
here. [Link]

Dispute Resolution Proceedings may finally determine the rights and interests of persons (both
individuals and legal entities) and must therefore be undertaken fairly and impartially, which
requires that the parties’ fundamental due process rights, rights to equal treatment and their right
to present their case and to be heard are protected.

[My/The firm’s] activities as a legal counsel during Dispute Resolution Proceedings may require
[me/us/the firm] to process personal data that relates to arbitrators, mediators, adjudicators,
experts, and others acting or potentially acting in similar roles (“Neutrals”), as well as tribunal
secretaries, employees of arbitral institutions, parties, their authorised and legal counsel, witnesses,
and other individuals that may be identified or identifiable in any information that is processed
during the Dispute Resolution Proceedings.

[I, we, or the firm] acts as a controller of personal data for some of [my/our] activities as legal
counsel. You should be aware that others may also act as data controllers during a Dispute
Resolution Proceeding, for example, the parties, their authorised representatives, other legal
counsel, the arbitral institution, and Neutrals. When I act as a legal counsel, I am responsible for
the data processing activities that [ undertake in that function, but not for the activities undertaken
by other data controllers acting in the context of Dispute Resolution Proceedings. Their activities
are not the subject of this Privacy Notice.

Please note that when, in the context of Dispute Resolution Proceedings, you provide me with any
personal data relating to individuals with whom I have no direct relationship, it is your duty to
provide the individual data subject with adequate notice that their data is being processed for this
purpose and to comply with your other applicable data protection obligations.

This Privacy Notice is in effect as of the date indicated at the end of this Privacy Notice. A link to
the Privacy Notice is found under the signature line of [my/our/the firm’s] emails. If [I/we] make
material changes to this Privacy Notice, [I/we] will update this Privacy Notice on the website with
a changed date at: [Link].
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If you have any questions about this Privacy Notice, or how [I, we or the firm] treat your personal
data in the context of Dispute Resolution Proceedings or wish to exercise any of your data subject
rights, please refer to the details found at the end of this Privacy Notice.

What personal data do I collect and how do I collect it?

Depending on the circumstances, [I, we or the firm] may obtain the following personal data about
you in the context of Dispute Resolution Proceedings in which [I, we or the firm] act as a legal
counsel:

Institutional Representatives

e Your name, contact details, and other information you may provide to [me, us, or
the firm] in the context of Dispute Resolution Proceedings in which [I, we or the
firm] act[s] as legal counsel.

Neutrals

e Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and other
personal data submitted to [me, us, or the firm] by you, a party, a party’s authorised
representative or legal counsel, a Neutral, a tribunal secretary, or a representative
of the institution, or that is otherwise disclosed to, or collected by, [me, us, or the
firm] from third parties or publicly available resources in the context of Dispute
Resolution Proceedings in which [I, we or the firm] act[s] as legal counsel;

¢ Information about whether you are subject to economic sanctions or any other legal
or regulatory impediment.

Tribunal Secretaries

e Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and other
personal data submitted to [me, us, or the firm] by you, a party, a party’s authorised
representative or legal counsel, a Neutral, a tribunal secretary, a representative of
the institution, or otherwise disclosed to, or collected by [me, us, or the firm] from
third parties or publicly available resources in the context of Dispute Resolution
Proceedings in which [I, we or the firm] act[s] as legal counsel;

e Information about whether you are subject to economic sanctions or any other legal
or regulatory impediment.

Individual Parties/Party’s Authorised and Legal Counsels

e Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and other
personal data submitted to [me, us, or the firm] by you, a party, a party’s authorised
representative or legal counsel, another Neutral, a tribunal secretary, or a
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representative of the institution, or that is otherwise disclosed to, or collected by,
[me, us, or the firm] from third parties or publicly available resources in the
context of Dispute Resolution Proceedings in which [I, we or the firm] act as a
legal counsel;

Information about whether you are subject to economic sanctions or any other legal
or regulatory impediment.

Fact and Expert Witnesses

Your name, contact details, financial information (including banking details),
personal identification information (including passport information) and other
personal data submitted to [me, us, or the firm] by you, a party, a party’s authorised
representative or legal counsel, another Neutral, a tribunal secretary, or a
representative of the institution, or that is otherwise disclosed to, or collected by,
[me/us/or the firm] from third parties or publicly available resources in the context
of Dispute Resolution Proceedings in which [I, we or the firm] act as a legal
counsel;

Information about whether you are subject to economic sanctions or any other legal
or regulatory impediment;

Personal data you choose to include in your witness statement or expert report and
any oral testimony you may give (which may be transcribed), as submitted to [me,
us or the firm] during Dispute Resolution Proceedings in which you provide
written or oral evidence;

Any other personal data of yours submitted to [me, us or the firm] by a party, a
party’s authorised representative or legal counsel, a Neutral, a tribunal secretary, or
a representative of the institution, or that is otherwise disclosed to, or collected by,
[me, us, or the firm] from third parties or publicly available resources in the
context of Dispute Resolution Proceedings in which [I, we or the firm] act as a
legal counsel.

Other Individuals

Personal data of yours submitted to [me, us or the firm] by a party, a party’s
authorised representative or legal counsel, a Neutral, a tribunal secretary, or a
representative of the institution, or that is otherwise disclosed to, or collected by,
[me, us, or the firm] from third parties or publicly available resources in the
context of Dispute Resolution Proceedings in which [I, we, or the firm] act as a
legal counsel.
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How do [I, we or the firm] use your personal information and on what legal basis?

In the context of Dispute Resolution Proceedings in which [I, we, or the firm] act as a legal
counsel, depending on the circumstances, [I, we, or the firm] may use your personal data in the
following ways and on the legal bases described below:

Neutrals and Tribunal Secretaries

e To assess your availability and suitability (including in response to specific
challenges made by parties) to be appointed and to continue to act in Dispute
Resolution Proceedings, as necessary for furthering [my/our/the firm’s] and our
client’s legitimate interests in resolving its dispute efficiently and expeditiously and
ensuring that our client’s rights are respected;’

e To maintain an informal database of potential Neutrals and tribunal secretaries as
necessary to further [my, our or the firm’s] and potential parties’ legitimate
interests in identifying and appointing suitable Neutrals and tribunal secretaries;

e To remit funds to you or provide administrative information regarding your
(potential) appointment or the conduct of Dispute Resolution Proceedings, as
necessary for the performance of any agreement we may have entered into and [my,
our, or the firm’s] duties under it;

e To facilitate the general conduct of Dispute Resolution Proceedings, as necessary
for furthering [my/our/the firm’s] and our client’s legitimate interests in resolving
its dispute efficiently and expeditiously and ensuring that our client’s rights are
respected;

e  Where necessary to meet [my, our, or the firm’s] legal and regulatory compliance
obligations, including those relating to taxes, economic sanctions and money
laundering (“Legal Compliance Obligations™).

Legal Counsel of other Parties

e To facilitate the general conduct of Dispute Resolution Proceedings, as necessary
for furthering [my, our, or the firm’s] and our client’s legitimate interests in
resolving its dispute efficiently and expeditiously and ensuring that our client’s
rights are respected;

e Where we have entered into an agreement for me to provide services to you as an
individual in connection with Dispute Resolution Proceedings (for example, claims
brought by individuals), [I, we or the firm] may process your personal data (only)
as necessary to perform [my, our, or the firm’s] obligations and duties under that
agreement;

" Note to Reader: Any time legitimate interests are relied on in the EU, relevant EU guidance suggests that there should
be a documented legitimate interests’ assessment (see Annex 5).
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Where necessary to meet [my/our/the firm’s] Legal Compliance Obligations.

Expert and Fact Witnesses

To facilitate your giving evidence in Dispute Resolution Proceedings and the
examination of such evidence, as necessary for furthering [my/our/the firm’s] and
our client’s legitimate interests in resolving its dispute efficiently and expeditiously
and ensuring that our client’s rights are respected,

Where necessary to meet my Legal Compliance Obligations.

Other Individuals

How do share

As necessary for furthering [my/our/the firm’s] and our client’s legitimate interests
in resolving its dispute efficiently and expeditiously and ensuring that our client’s
rights are respected;

Where necessary to meet my Legal Compliance Obligations.

your personal information?

Depending on the circumstances in which [I, we, or the firm] process your personal data, [I, we,
or the firm] may share it with the following people, as necessary for furthering [my/our/the
firm’s] and our client’s legitimate interests in resolving its dispute efficiently and expeditiously
and ensuring that our client’s rights are respected:

Participants involved in Dispute Resolution Proceedings in which you are also
involved;

[My/Our/The firm’s] service providers such as third-party data hosting providers
in order for [me, us or the firm] to provide services in connection with Dispute
Resolution Proceedings;

With third parties, including my colleagues, professional advisors, financial
institutions, or law enforcement agencies, where necessary to perform conflict
checks, to comply with [my, our, or the firm’s] Legal Compliance Obligations, or
where it is otherwise in [my, our, or the firm’s] or another Arbitral Participant’s
or third party’s legitimate interests to do so.

Where do I transfer your personal data?

From time to time [I, we, or the firm]transfer personal data to third countries in connection with

the services [I,

we, or the firm] perform for the Dispute Resolution Proceedings in which [I, we,

or the firm] serve as a legal counsel, or as may otherwise become necessary in the course of [my,
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our, or the firm’s] operations. ® [I, we, or the firm] make such transfers where there is a lawful
basis for doing so.

How long do [I, we, or the firm] retain your personal information?

[I, we, or the firm] will only keep your personal data for as long as is reasonably necessary in the
circumstances. Retention periods vary depending on the category of data, taking into account legal
and regulatory requirements, limitation periods for taking legal action, good practice and the lawful
basis on which [I, we, or the firm] process it.

What rights do you have over your personal data?

Depending on the circumstances, you may have a number of rights over the personal data that [I,
we, or the firm] process about you. These may include the right to:

e Request access to your personal data and obtain a copy of it from [me/us/the firm], where
this would not adversely affect the rights and freedoms of others;

e Correct your personal data that [I, we or the firm] hold where it is incomplete or
inaccurate;

e Have your personal data erased where there is no good reason for [me, us, or the firm]
continuing to use or retain it, unless the processing is necessary to pursue a legal claim or
defense;

e Request that your personal data is used only for restricted purposes, unless the processing
is necessary to pursue a legal claim or defense;

e Request us to stop processing your personal data when it is being processed based on your
consent;

e Object to your personal data being processed if the lawful basis for processing it is either
our or a third party’s legitimate interests unless there are overriding legitimate grounds for
the processing;

e Require certain of your personal data to be transferred to you or a third party to the extent
that [I, we or the firm] collected the data directly from you; and

e Lodge a complaint with the relevant data protection authority.

If you wish to exercise any of these rights, or if you have any questions about this notice or how
[I, we, or the firm] treat your personal data, you can contact [me, us, or the firm] as follows:

& Note to Reader: Where the GDPR applies, consideration should consider the following language:

If the recipient is not based in a jurisdiction providing an adequate level of protection for personal data as determined
by the relevant regulatory body, we make such transfers in accordance with our legal obligations, for example where
the transfers are necessary to establish, exercise or defend legal claims in the context of Dispute Resolution
Proceedings, or where there is another lawful basis to do so.
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e Byemail: [TO BE ADDED]
e By post: [TO BE ADDED]

Please note that if you are an employee of, nominated or engaged by, or otherwise affiliated with
a party to an Dispute Resolution Proceeding in which [I, we, or the firm] act as a legal counsel,
[I, we or the firm] suggest that you raise your concerns with that party first before contacting [ me,
us, or the firm] regarding the processing of your personal data in the context of Dispute Resolution
Proceedings.

Date: [dd mm year]
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ANNEX 7
EU Standard Contractual Clauses

EU controller to non-EU or EEA controller (see links below):
e Commission Decision 2001/497/EC of 15 June 2001 on standard contractual clauses for

the transfer of personal data to third countries, under Directive 95/46/EC, OJ L 181,
4.7.2001, p. 19 (see Annex)

e Commission Decision 2004/915/EC of 27 December 2004 amending Decision
2001/497/EC as regards the introduction of an alternative set of standard contractual
clauses for the transfer of personal data to third countries, OJ L 385, 29.12.2004, p. 74 (see
Annex)

EU controller to non-EU or EEA processor (see links below):

e Commission Decision 2010/87/EU of 5 February 2010 on standard contractual clauses for
the transfer of personal data to processors established in third countries under Directive
95/46/EC of the European Parliament and of the Council, OJ L 39, 12.2.2010, p. 5 (see
Annex)
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RESOURCE ANNEXES

ANNEX 8
List of Sources by Category

Data Protection Related Materials

Application of Data Protection Directive to Discovery

1. Working Document on Pre-trial Discovery for Cross Border Civil Litigation, (Article 29
Data Protection Working Party, 00339/09/EN WP 158, 2009) (endorsed by the EPDB)
[referred to as “Document Disclosure Guidance”]

2. The Sedona Conference: International Principles On Discovery, Disclosure & Data
Protection In Civil Litigation (Transitional Edition), App. D: Cross-Border Data
Safeguarding Process + Transfer Protocol, Sedona Conference Working Group, (2017)

3. E-Discovery And Data Privacy: A Practical Guide, Catrien Noorda & Stefan Hanlose eds.,
2011

Consent

4. Guidelines on Consent under Regulation 2016/679, (Article 29 Data Protection Working
Party, 17/EN WP259 rev.01, as revised and adopted on 10 April 2018) (endorsed by the
EPDB)

Controller versus Processor

5. Opinion 1/2010 on the Concepts of “Controller” and “Processor”, (Article 29 Data
Protection Working Party, 00264/10/EN WP 169, 2010)

Data Processing

6. What Constitutes Data Processing?, European Commission, https://ec.europa.
eu/info/law/law-topic/data-protection/reform/what-constitutes-data-processing_en
[https://perma.cc/Q85B-NJ33] (archived Mar. 19, 2018)

Data Transfers

7. Guidelines 2/2018 on derogations of Article 49 under Regulation 2016/679, European Data
Protection Board, (2018) [referred to as “Data Transfer Guidance’]
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8. Working Document on a Common Interpretation of Article 26(1) of Directive 95/46/EC of
24 October 1995, (Article 29 Data Protection Working Party, 2093/05/EN WP 114, 2005)

9. Adequacy of the protection of personal data in non-EU countries, European Commission,
https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-
eu/adequacy-protection-personal-data-non-eu-countries_en

General Materials

10. Daniel Cooper and Christopher Kuner, Data Protection Law and International Dispute
Resolution, 32 Recueil des cours/ Collected Courses of the Hague Academy of
International Law 9-174 (2017)

11. Stronger Protection, New Opportunities — Commission Guidance on the Direct Application
of the General Data Protection Regulations as of 25 May 2018, Communication from the
Commission to the European Parliament and the Council, COM (2018) 43 (Jan. 24, 2018)

12. Handbook on European Data Protection Law, European Union Agency For Fundamental
Rights (2018)

Joint Controller
13. Case C-210/16 Wirtschaftsakademie Schleswig-Holstein
14. Case C-25/17 Tietosuojavaltuutettu.

15.CJEU rules on joint controllership — what does this mean for companies?,
https://digital.freshfields.com/post/102f0aw/cjeu-rules-on-joint-controllership-what-does-
this-mean-for-companies (August 2018)

Lead Supervisory Authority

16. Guidelines for Identifying a Controller or Processor’s Lead Supervisory Authority, (Article
29 Data Protection Working Party, 16/EN WP 244 rev. 01, 2017)

Personal Data

17. What is Personal Data?, European Commission, https://ec.europa.cu/info/law/law-
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