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INTRODUCTION

1. Introduction

Small and medium-sized enterprises (SMEs) are responsible for a significant majority of the world’s 

business. For instance, SMEs represent the vast majority of businesses in many countries and are an essential 

part of the economy’s growth strategy. As SMEs continue their foray into international trade, they face 

increasing pressure from large corporations, institutional investors and banks, and regulators to enhance 

their compliance policies to address concerns of bribery and corruption. 

The International Bar Association’s (IBA’s) Anti-Corruption Committee (ACC) submission focuses on 

the regulatory requirements and best practices adapted in key jurisdictions, namely, the United Kingdom, 

United States, Australia, Brazil, Mexico, Panama, Colombia and Italy, which will enable SMEs to detect, 

monitor, counter and manage the challenges of bribery and corruption. The aim is also to help SMEs 

develop internal anti-bribery policies appropriate for their industry sector, size and available resources.

2. Risk assessment: relevance 

Appropriate risk assessment is a key step to help mitigate bribery and corruption risks before they 

materialise. SMEs lack the sophistication and resources of large multinational corporations with regard to 

risk management. They also lack the requisite tools to test the adequacy and effectiveness of their existing 

policies and procedures to mitigate bribery and corruption risks.

The risk assessment toolkit will assist SMEs, especially those that are new entrants to global supply chains, in 

formulating their anti-bribery and anti-corruption compliance policies. 

3. Risk assessment and its effectiveness 

SMEs, as commercial organisations, should adopt a risk-based approach to assess and manage bribery risks. 

A bribery and corruption risk assessment toolkit should help SMEs to develop a comprehensive picture of 

the risks they face, evaluate controls, and evaluate the likelihood and impact of these risks.

In the UK, as per the UK Bribery Act 2010 (the ‘UKBA’) guidance issued by the Ministry of Justice, SMEs 

should assess the nature and extent of their exposure to potential external and internal risks of bribery 

on its behalf by persons associated with them. A risk assessment exercise that enables SMEs to identify and 

prioritise the risks they face with respect to their size, activities, customers or markets should be carried 

out periodically. The key risks that should be taken into account while determining the effectiveness of 

the risk assessment procedure are country risks, sectoral risks, transaction risks, business opportunities and 

partnership risks. While there is an argument to be made that these prescribed steps are guidance and not 

a legal requirement, SMEs should bear in mind that enforcement authorities and regulators, irrespective 

of the location of the SMEs, are focused on combatting fraud and financial crime with increased vigour. 

SMEs that conduct business abroad should be aware of the broad extra-jurisdictional reach of the UKBA, 

which could result in potential liability for bribery offences committed both within the UK and around the 

world. In addition, in Brazil, there is no explicit reference to risk assessment being mandatory, although 

it is mentioned as one of the 16 requisites of what is needed for an effective compliance programme. If 

the compliance programme does not meet these 16 criteria (or a considerable number of them), then it 

is not deemed to be effective. As a result, the company would not benefit from the compliance defence in 
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the administrative sphere. For this reason, a compliance programme is not mandatory under legislation, 

although it is incentivised.

In the US, the Department of Justice (DOJ) and Securities and Exchange Commission (SEC) released 

specific Foreign Corrupt Practices Act (FCPA) guidance1 to enable companies to understand the potential 

legal risks associated with doing business in foreign countries within the context of the FCPA, and take steps 

to implement and update their compliance programmes.

4. Proposed methodology 

Anti-corruption risk assessment is typically undertaken by the legal or compliance department, but to 

ensure its effectiveness, it is important to include input and assessment from other departments, such 

as internal audit, finance and sales. When carrying out an assessment, SMEs should consider seeking 

collaboration from colleagues to assist in the assessment.

SMEs should attempt to establish and promote a zero-tolerance stance against corruption and bribery. 

The standard adopted for risk assessment should demonstrate, both internally and externally, willingness 

and commitment to address the risks presented by the endemic of corruption. Additional points to be 

considered are set out below.

I. Involvement of top management 

It is critical to secure participation from the board of directors/promoters for an effective risk assessment 

focusing on preventing potential exposure to the risks of bribery and corruption. The commitment of 

senior management is fundamental to ensure that the process does not lose its quality and relevance along 

the way. SMEs may benefit from having a nominated senior counter-corruption champion in the workplace 

responsible for promoting anti-bribery and corruption messages.

II. Proportionate and appropriate procedure2

The adopted processes and policies should be aligned to the nature, scale and complexity of SMEs’ 

activities, and well suited to the industry/sector, country, size, level of interaction with the government and 

nature of the transaction.

SMEs should ensure that the adopted approach is clear, practical and accessible, and can be effectively 

enforced. Risk assessment should be approached as part of excellence management and how it can result in 

1 See www.justice.gov/criminal-fraud/fcpa-resource-guide (last updated July 2020); www.justice.gov/criminal-fraud/page/
file/937501/download (last updated June 2020) accessed 31 May 2021.

2 Brazil: Guidelines for Private Companies, Office of the Comptroller 2015.
  The structuring of a programme depends not only on the company profile analysis but also on an assessment of risks that 

takes into account the characteristics of the markets in which the company operates (local culture, level of government 
regulation and corruption case history). The assessment must take into consideration mainly the likelihood of the 
perpetration of fraud and acts of corruption within public bidding processes and procurement, and the impact of these 
wrongful acts on the company’s activities. The rules, policies and procedures to prevent, detect and remedy the commission 
of any undesirable acts are based on such identified risks. The mapping of risks must be periodic so that new risks can be 
identified, whether arising out of changes to the statutes in force or the issuance of new regulations, or out of internal 
changes in the company, such as entering new markets or business areas or opening new branches.

https://uk.practicallaw.thomsonreuters.com/9-382-3397?originationContext=document&transitionType=DocumentItem&contextData=(sc.Default)
https://uk.practicallaw.thomsonreuters.com/9-382-3806?originationContext=document&transitionType=DocumentItem&contextData=(sc.Default)
https://www.justice.gov/criminal-fraud/fcpa-resource-guide
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MODULE 1: WHY FOCUS ON WOMEN IN THE CRIMINAL JUSTICE SYSTEM?

benefits to the company, with more effective business processes, strengthening third-party management and 

advancing the company’s reputation for integrity.

The risk assessment should also identify the extent of interaction anticipated with government officials and 

state bodies, such as in the case of the grant of licenses or regulatory applications, and help determine the 

significance of the risk factor.

III. Include internal and external risks (third parties and potential business partners)

Generally, anti-bribery guidance is largely similar across jurisdictions, but there can be significant local 

variations, which may bring risks and will require the tailoring of policies and procedures.

Recent cases suggest that the majority of bribes are paid indirectly, via third-party agents, including sales 

representatives, vendors and consultants, often without the consent and knowledge of the commissioning 

company. Therefore, in the risk assessment procedure, it is essential to take into account the third parties 

that SMEs plan to employ. Contracts with such identified third parties should require them to be in 

compliance with relevant anti-bribery and corruption legislation and the internal compliance programme 

of the SMEs. SMEs should be equipped to monitor procedures established to make payments to the third 

party. Adequate due diligence procedures with regard to third parties, taking a risk-based approach, should 

be adopted to identify potential bribery risks that are to be mitigated.3

IV. Periodic monitoring and review4

A good compliance programme requires periodic monitoring and review. The results of the risk assessment 

should be used to improve the company’s compliance programme, including evaluating the effectiveness 

of prevention procedures, incident management, whistleblower hotlines (if applicable) and escalation 

procedures, and incorporating takeaways to improve policies and processes. This can also be helpful in 

targeting efforts in areas such as internal audit, training, and/or identifying the need for specific additional 

policies and procedures to counter new risks, in particular for SMEs that are growing their businesses and 

may be entering industries or countries that they have not previously explored. 

Following the principle of proportionality in terms of the size of the business, geographic exposure and 

availability of resources, SMEs may consider audit reviews by engaging external parties. 

3 S 7 of the UKBA applies to the actions of any persons ‘associated with’ a corporation. A person is associated with a 
corporation if he or she performs services on the corporation’s behalf. However, in order for the company to be liable for 
the acts of the associated party, the bribe must be paid by the associated person to help the company win or retain business. 
Thus, suppliers could fall within the scope of the offence to the extent that they are performing services for or on behalf of 
the company and not simply acting as the seller of goods. Where a supply chain is involved, it is likely that the organisation 
will only exercise control over its relationship with its contractual counterparty rather than all of the subcontractors or entities 
further down the supply chain. Nonetheless, to mitigate its own risks, the organisation may still consider requesting that its 
contractual counterparty adopt a similar approach to anti-bribery procedures with the next party in the chain.

4 Monitoring and review to prevent, detect and respond; evaluate the effectiveness of prevention procedures, incident 
management, whistleblower hotlines (if applicable) and escalation procedures, incorporating takeaways to improve policies 
and processes.
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5. Proposed questionnaire

1. Has your company undertaken any risk assessment to consider the bribery and corruption risk it faces?

 Yes  No

If no, please specify the reasons (lack of understanding of applicable regime/lack of resources etc)

_______________________________________________________________________________________________________

If yes, how long has your company had a corruption risk assessment process and when was it last carried out? 

 More than a year (4)  Less than a year (3)

 We are working on the development of a corruption risk assessment (2)

 We do not have a specific corruption risk assessment yet (1)

2. When drafting your risk assessment, did you consider the following items:5

 Your sector/industry  The country or countries where the company operates

 The size of the company 

3. How do you perceive your sector in terms of susceptibility to bribery and corruption risks?

 High  Medium

 Low   Can’t say

4. How do you perceive your country risks considering the geographies of operation and role in multinational 
enterprise (MNE) supply chains in terms of susceptibility to bribery and corruption risks?

 High  Medium

 Low   Can’t say

5 Pursuant to Art 3 of Portaria CGU 909/2015, the following five criteria must be contained in the company’s profile report; 
they have often been used as a minimum benchmark by companies in their risk assessments:

 (i)   industry(or industries) operating in Brazil and, if applicable, outside Brazil;
 (ii) organisational flow chart, which describes the internal hierarchy, decision-making process and main functions of the   

  board of directors, management and other relevant areas;
 (iii) number of employees under contract and outsourced;
 (iv) detailed description of the interactions with the bodies of the Public Administration in Brazil or abroad, highlighting the  

       following:
  a. relevance for the business of authorisations, licenses and governmental permits in its activities;
  b. quantity and value of the contracts entered into with the Public Administration in the past three years and the   

     percentage of them in the overall annual turnover of the legal entity; and
  c. frequency and relevance of the use of intermediaries in the interactions with the Public Administration;
 (v) description of the corporate stakes of the legal entity, listing the relationship (controlled, consortium,
  colligated etc); and
 (vi) whether the company qualifies as an SME under Brazilian legislation.
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MODULE 2: CONCEPTS

In the space below, set out the scope and objective of the risk assessment policy.

_______________________________________________________________________________________________________

5. Is there top-level commitment to the risk assessment strategy? How do you rate leadership participation 
on the following parameters (Y/N)?

 Zero-tolerance policy   Involvement in strategy and review meetings

 Communication (top-down) on the importance of an effective risk assessment policy

6. Is there a designated company officer or team responsible for developing and implementing the risk 
assessment process?

 Yes (4)  No (1) 

There is an external person/company in charge of this (4)

If yes, specify the position in the organisation structure; decision-making process and autonomy placed; and level of 
training and other resources available to the designated officer. 

_______________________________________________________________________________________________________

7. Does this person report to the company management (eg, board/chief executive officer (CEO)/President) 
and seek their participation?

 Yes (4)  No (1)

 The President/owner of the company is in charge of the risk assessment (4)

8. Level of interaction with the government: did your company measure the level of interaction with 
governmental and public officials when implementing the risk assessment?

 Yes (4)  No (1)

If yes, specify the business reason for the interaction, identify the persons internally responsible for such an interaction 
and state whether the interaction was at the subsidiary/third-party level. Also identify the government official and 
position held in the relevant government department.

_______________________________________________________________________________________________________

9. Internal and external risks (third parties and potential business partners): which of the following risks does 
your company assess in its risk assessment?

 Mainly internal risks (operations, employees etc) (2)

 Internal and some external risks (eg, some suppliers from specific sectors) (3)
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 Internal and external risks (eg, third parties and potential business partners) (4)

 I am not sure (1)

10. Which of the following areas of your business are susceptible to the risks of bribery and corruption?

 Human resources (sales staff (frontline))  Procurement (supply chain)

 Finance (payment systems and approval structure)

11. Which of the following third parties does your company evaluate for the risk assessment?6

 Agents/intermediaries  Law enforcement officials

 Domestic public officials  Joint venture partners

 Third-party suppliers and vendors

 Consultants and representatives (typically in charge of a branch/liaison office)

 Foreign public officials

12. How often does your company revise its corruption risk assessment?

 I do not know if we have revised the risk assessment process since its implementation (1)

 Every two or three years, or more (2)

 When we think the assessment is outdated (2)

 Once a year (3)

 Minimum, once a year, but we might readapt it according to different circumstances (improvements, gaps, 
       new projects, new countries where we operate, etc) (4)

13. Does the risk assessment evaluation cycle provide for events that may trigger an audit/review or stress-
testing of the effectiveness of the current policy?

 Yes  No, there is no such mechanism

If yes, please specify how the company addresses issues of a bribery incident/investigation, a new business opportunity/
expansion and internal reporting of a possible breach.

_______________________________________________________________________________________________________

6 Potentially, a corporation can be held liable for the acts of its joint venture (JV) partners under s 7 of the UKBA. Consider a 
JV partnership made up of JV Partner A and JV Partner B. The key question for determining if JV Partner A creates liability 
for JV Partner B is whether: (1) JV Partner A or its employees or agents are performing services for JV Partner B; and (2) 
the bribe was paid for JV Partner B’s benefit. If the employees or agents of JV Partner A paid bribes only for the benefit of 
JV Partner A and not JV Partner B, then, generally speaking, JV Partner B will not be liable for the acts of JV Partner A or its 
employees or agents.
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14. Sufficient and proportionate resources: does your risk assessment process have enough resources 
proportionate to the company size?

 Not at all (1)

 The resources are not sufficient, but we manage to perform the risk assessment with the resources we have (2)

 The resources are allocated depending on the projects and the relevance they have (3)

 Resources are sufficient and proportionate to the company size and our business (4)

15. Does your company evaluate residual risks, such as the impact of potential regulatory fines and cost 
of investigations on business, and whether dealing with them accordingly may lead to a loss of business/
customers?7

I am not sure what the difference is between net and residual risks (1)

 No (1)  Yes (2)

16. Does your company document risk assessment reports and are they available to appropriate persons?

 Yes  No

17. Does your company save documentation related to its risk assessments?8

 Yes, for five years or more (3)

 We do not save documents unless we are required to do so (2)

 We can only save those documents in accordance with relevant legislation (eg, General Data Protection 
       Regulation (GDPR)) (4)

 We save some documents, but not sure for how long (1)

7 In order to assess residual risk, a company needs to identify each of the existing controls, monitoring and assurance 
processes and assess their appropriateness and functionality in mitigating the inherent bribery risk faced by the business. 
If not, then the company must identify additional controls, monitoring and assurance practices, and create a plan for their 
implementation.

8 It should be considered whether any mandated period should reflect the domestic statute of limitation time periods. For 
instance, in Australia, a company can destroy records after the civil time bar period of six years has elapsed. There is no time 
bar in Australia for the prosecution of a serious indictable offence (eg, foreign bribery).
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Annexure I – List of contributors
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than 35 years in the field of white-collar crime, anti-corruption 
and compliance
Former Co-Chair of the IBA Business Crime Committee in 2015 
and 2016
Member of the American Bar Association’s (ABA’s) criminal justice 
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Central America 
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Managing Partner at 
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Provides counsel on legal and operational 
transactions to shareholders, business executives, associates, and 
support teams

Kara 
Brockmeyer

Vice-Chair of 
the Committee’s 
Non-Trial 
Resolutions 
Subcommittee

Partner, Debevoise & 
Plimpton, Washington, 
DC, US

Specialises in representing companies and individuals in 
anti-corruption, fraud, and related government and internal 
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