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This Advisory Note:
L Reviews the crisis and threat to media freedom involving commercial spyware;
1L Sets out responses thus far by countries, civil society, the private sector and other stakeholders to
counter the threat; and
III. Offers recommendations for concrete action moving forward.

1. The High Level Panel of Legal Experts on Media Freedom issues this Advisory Note to focus attention to the
unprecedented threat posed to journalists and human rights defenders by the abuse of commercially available
spyware technologies. Globally, the targeting of independent journalists through harassment, intimidation, and
violence has reached crisis levels.! Strategic technologies, including commercial spyware and other surveillance
technology, have contributed to this dangerous targeting and silencing of journalists.? These technologies have
been abused to monitor or track journalists and human rights defenders, facilitating harassment, unlawful

invasions of privacy, physical violence, and even assassination.’

2. The countries that are members of the Media Freedom Coalition (“MFC”) are uniquely placed to promote
and protect media freedom within the United Nations and regional frameworks in the face of these pressing
challenges. This Advisory Note provides a brief overview of the problem and responses thus far before
concluding with a set of recommendations for countries and stakeholders to counter the urgent threat to media
freedom posed by the proliferation and abuse of commercial spyware. When this Note refers to the “abuse”
of commercial spyware, it means any use of such technologies that fails to take into account and uphold
international human rights standards, including instances in which the technology is used for unlawful or
illegitimate purposes, as well as ostensibly legitimate uses for law enforcement or national security purposes
without adherence to the rule of law (including appropriate judicial oversight) and applicable international legal

principles.

I. PROLIFERATION OF THE USE OF COMMERCIAL SPYWARE TO LIMIT MEDIA
FREEDOM

3. Advancements in Commercial Spyware. Recent advances in commercial spyware technology have
accelerated an already concerning trend of targeting journalists and other human rights defenders, including
by strengthening tools sold as part of the “hacker-for-hire” industry.* A particularly important and malicious
example is so-called “zero-click spyware,” which allows an attacker to remotely access and control a
smartphone without the user having to click a link as in a traditional malware attack.> Infections of this type
enable hackers to obtain the files, messages, and location data of an infected smartphone and to spy on the
smartphone’s user by activating the microphone and camera.

4. Proliferation of Commercial Spyware. Years of investigations have confirmed widespread abuse of
commercial spywate to profile journalists, political dissidents, and human rights defenders.” While there are
many versions of these technologies, two high-profile examples are Pegasus, created by Israel-based NSO
Group, and Predator, developed by North Macedonia-based Cytrox, part of the Intellexa alliance.® Public
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II.

reports suggest that Pegasus has been used in at least 45 countries around the world, in authoritarian and
democratic countries alike, Predator customers are suspected in at least 11 countries, and Intellexa alliance
products are in use in 25 or more countries.”?

Targeting of Journalists. Journalists have become an all-too-frequent target of commercially available
surveillance spyware.!” More than 180 journalists in 21 countries are known to have been tracked with Pegasus,
but the true number is likely much higher.!" Some of the most high-profile cases are those of Jamal Khashoggi
(Saudi Arabia/United States, Washington Post), Lenaig Bredoux (France, Mediapatt), and Siddharth
Varadarajan (India, The Wire).!2 As the Secretary General of Amnesty International described in the aftermath
of the murder of Mr. Khashoggi, “[d]etermining whether his phones had been hacked, whether he was under
digital surveillance, identifying the spyware—these are all crucial elements both for the purpose of truth-telling
and for understanding and preventing the targeting of dissidents.”!> More recent publicly reported cases
include Jelena Veljkovi¢ (Serbia, BIRN), Francesco Cancellato and Ciro Pellegrino (Italy, Fanpage.it), and
Teixeira Candido (Angola, Jornal de Angola). These recent examples underscore the threat to journalists posed
not only by Pegasus but also by other commercial spyware tools such as Paragon’s Graphite and Intellexa’s
Predator.14

The right to report freely and safely is a pillar of democracy protected by international human rights law,
including through guarantees of freedom of expression and freedom of association. The targeting of journalists
with commercial spyware is especially dangerous because it compromises confidential sources, chills
investigative reporting, and undermines the press’s ability to expose corruption, human rights abuses, and
other matters of public interest. Spyware tools have also been deployed disproportionately against women,
who face highly sexualized harassment intended to intimidate and silence them.!

RESPONSES TO COUNTER THE IMPROPER USE OF COMMERCIAL SPYWARE

9.

10.

Civil Society Efforts. Civil society and media organizations have been on the front lines of this issue for
years, including by uncovering and exposing specific users and targets of commercial spyware, as well as the
reach of Pegasus and Predator more broadly.!o The work of these organizations has been critical in focusing
public attention on commercial spyware as a threat to journalists, politicians, and human rights defenders
around the world.!”?

For example, the Pegasus Project—a collaboration of more than 80 journalists from 17 media organizations
in 10 countries—identified more than 50,000 potential Pegasus victims, including journalists, human rights
activists, and lawyers across Asia, Central America, Europe, and Africa, as well as approximately a dozen client
governments.'® Several countries, including Mexico, Germany, Hungary, Poland, Spain, and Israel, later
confirmed purchases of Pegasus.!” These investigations helped prompt demonstrations in Hungary and India
and judicial or parliamentary inquiries in Spain, Hungary, Poland, Mexico, and the European Patliament.?0

The Predator Files investigation likewise tracked sales of surveillance technologies to Egypt, Libya,
Madagascar, Saudi Arabia, Vietnam, France, and other countries.?! Citizen Lab and Meta have documented
suspected Predator customers across the Middle East, Europe, Africa, Asia, and the Americas.?2 Amnesty
International has also identified a surveillance campaign targeting senior officials in the European Parliament,
European Commission, U.S. Congtress, and United Nations, as well as journalists, researchers, and think
tanks.?? The Atlantic Council has further mapped 435 entities across 42 countries in the commercial spyware
market, highlighting opaque supply chains and the heightened risk to journalists and civil society.?*

In response to this crisis, civil society organizations and independent experts have called for a moratorium on
the purchase, sale, transfer, servicing, and use of commercial spyware until human rights safeguards are in
place, including through a 2021 open letter signed by 156 organizations and 26 experts.?> The UN Working

Advisory Note | Commercial Spyware Threatening Journalists | 23 June 2026 Page 2



The High Level Panel of
Legal Experts on Media Freedom

11.

12.

13.

14.

15.

Group on Business and Human Rights and the Special Rapporteurs on the promotion and protection of the
right to freedom of expression and on the situation of human rights defenders have called for a similar
moratorium.?0 In 2022, the civil society organization Access Now and the Government of Catalonia also
presented the Geneva Declaration on Targeted Surveillance and Human Rights at a side event to the 51st
session of the UN Human Rights Council.”

In addition to calling for greater legal oversight, civil society actors have provided technical support to
individuals potentially facing abuse from surveillance technology. Citizen Lab and Amnesty International both
assist individuals who believe they have been targeted,? including in Amnesty’s case through its Mobile
Verification Toolkit and Digital Forensics Helpline. Companies such as Trail of Bits and ZecOps offer related
tools,” while Access Now provides a Digital Security Helpline for real-time technical assistance and advice to
civil society organizations, journalists, and media organizations responding to cyber threats.

Private Sector Efforts. Some companies in the technology industry have taken steps to address the
proliferation of commercial spyware abuse. For example, in March 2024, Paladin, one of the biggest investors
in cybersecurity startups, and several other venture capital firms published a set of voluntary investment
principles. These principles call for firms to invest in companies that “enhance the defense, national security,
and foreign policy interests of free and open societies,” and to ensure that the companies they invest in “only
sell to countries that abide by international law as recognized by the United States.”>

Legal Proceedings. Individuals, organizations, and technology companies around the world have also turned
to courts in search of redress. According to Citizen Lab, at least 24 lawsuits are ongoing against NSO Group
and/or countries alleged to have used Pegasus.® These proceedings have been initiated in the United
Kingdom, United States, Spain, France, Hungary, Cyprus, Israel, and elsewhere against the Group and have
involved countries including Israel, Bahrain, Spain, Hungary, Morocco, the United Arab Emirates, and Saudi
Arabia.3* Additional complaints have been filed with the European Commission and referred to UN Special
Rapporteurs.?> Notably, in May 2025, the U.S. District Court for the Northern District of California ordered
NSO Group to pay $167 million in damages to Meta after Pegasus was found to have been used to illegally
hack 1,400 WhatsApp accounts belonging to journalists, human rights activists, and officials.’* And in
February 2026, Polish prosecutors charged two former intelligence chiefs in connection with the authorization
and use of Pegasus without required security accreditation, as part of a broader domestic investigation into

alleged spyware abuse.”’

Regional human rights bodies have also addressed the issue. In March 2022, the Inter-American Commission
on Human Rights held a hearing on cyber-surveillance in El Salvador and incorporated the issue into its
monitoring of the country. While calling for an immediate moratorium on the sale, transfer, and use of
surveillance technology until adequate human rights safeguards are in place, the Commission stressed that
communications-device tapping must rest on a transparent legal framework, and comply with international
human rights standards, including the requirements of necessity, proportionality, and a legitimate aim.’$ In
October 2025, the Inter-American Commission on Human Rights Special Rapporteurship concluded that
digital surveillance poses a systemic, existential threat to journalists in the Americas, documenting the targeting
of media in Mexico, El Salvador, the Dominican Republic, and Colombia, including hacking, monitoring,
forced exile, and infections closely linked to reporting on corruption, organized crime, and abuses.?? The
European Court of Human Rights has also been asked to consider cases concerning alleged Pegasus
surveillance, and more than two dozen applications have been filed in recent years.40

Country Action.

a. Restrictions on Use. Some countries have made public commitments to investigate or restrict the
use of commercially available surveillance spyware. Costa Rica, for example, has called for an
“immediate moratorium on the use of spyware technology until a regulatory framework that protects
human rights is implemented.”#! The European Parliament established the Pegasus Committee in
March 2022 to investigate the use of Pegasus and equivalent spyware in EU member countries, and

Advisory Note | Commercial Spyware Threatening Journalists | 23 June 2026 Page 3



The High Level Panel of
Legal Experts on Media Freedom

the Committee later called for an immediate moratorium on the sale, acquisition, transfer, and use
of spyware.*?

b. Countries have also entered into multilateral commitments: on March 30, 2023, Australia, Canada,
Costa Rica, Denmark, France, New Zealand, Norway, Sweden, Switzerland, the United Kingdom,
and the United States released a Joint Statement on efforts to counter the proliferation and misuse
of commercial spyware.*> Finland, Germany, Ireland, Japan, Poland, and South Korea joined on
Match 18, 2024, followed by Austria, Estonia, Lithuania, and the Netherlands on September 22,
2024.4 Separately, in 2018, G7 countries established the Rapid Response Mechanism to address
foreign threats to democracy, including technology-enabled suppression of independent voices,
information warfare, and manipulation of democratic processes.*>

c. At the same time, there have been notable instances of back tracking; for example, while the United
States issued an executive order in March 2023 prohibiting departments and agencies from
operationally using commercial spyware where credible information indicates significant
counterintelligence, security, or improper-use risks, the Trump Administration reportedly
reactivated a previously suspended contract with Paragon in September 2025.4¢

d. Export Controls. The non-binding Wassenaar Arrangement encourages its 42 participating
countries to enforce stronger controls on transfers of selected items, including “intrusion software”
and “IP network surveillance systems,” through domestic export-licensing regimes.*’ Similarly, the
EU’s Recast Dual-Use Regulation, in force since November 9, 2020, introduced authorization
requirements for exports of cybersurveillance tools used or intended for use in connection with
internal repression or serious violations of human rights and international humanitarian law.* On
December 10, 2021, Australia, Denmark, Norway, and the United States launched the Export
Controls and Human Rights Initiative, committing to a voluntary written code of conduct to guide
export controls in compliance with international human rights law.#* The Venice Commission
likewise called for robust export controls and for licenses conditioned on compliance with human
rights standards in December 2024.50

e. Guiding Principles. In March 2023, the 36 member countries of the Freedom Online Coalition
published the voluntary and non-binding Guiding Principles on Government Uses of Surveillance
Technologies, calling on governments to ensure appropriate legal protections for domestic law
enforcement uses of surveillance technology; respect human rights; avoid discrimination; apply
principles of lawfulness, necessity, proportionality, and reasonableness; and ensure oversight,
accountability, transparency, and adequate training for government officials.5! In parallel, the United
Kingdom and France launched the Pall Mall Process, a global initiative involving governments,
industry, civil society, and academia to confront the proliferation and misuse of commercial spyware,
in February 2024.52 By early 2025, 25 countries—including the United States, United Kingdom, 17
EU member countries, Ghana, Japan, Kosovo, Moldova, South Korea, and Switzerland—had
endorsed its Code of Practice for States, committing to accountability, precision, oversight, and
transparency in the development, purchase, and export of intrusion tools.5

f.  In 2024, the Venice Commission also set out minimum guiding principles for spyware, emphasizing
safeguards under domestic law to limit the scope, duration, target, and purpose of surveillance;
judicial authorization based on a least-intrusive-means test; heightened protection for journalists,
lawyers, and others protected by professional privilege; independent oversight, post-surveillance
notification where feasible, and destruction of data once investigations conclude.5*

16. Continued Proliferation. Despite these efforts, commercial spyware continues to proliferate with too few
regulatory checks in place to ensure the protection of journalists and human rights defenders. Notably, in April
2020, the U.S. Department of Homeland Security acknowledged it is using spyware tools, reportedly including
Paragon’s “Graphite,” to intercept encrypted communications in investigations targeting fentanyl-trafficking
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organizations.> Similarly, in Europe, a proposed Communications (Interception and Lawful Access) Bill in
Ireland reportedly would create a legal basis for Irish police to use covert surveillance technologies, including
commercial spyware, to access encrypted communications, while civil society experts have warned that Ireland
lacks sufficiently clear oversight, intelligence-law safeguards, and limits on “national security” discretion to

prevent abuse.>

III. HIGH LEVEL PANEL RECOMMENDATIONS

17.

18.

The High Level Panel takes note of the call by many civil society organizations and UN representatives for a
moratorium on the use of this kind of technology until adequate legal safeguards have been put in place, and
is of the further view that, even as discussions of a moratorium continue, countries should take immediate
steps to address the abuse of these technologies to suppress media freedom.

To address the ongoing and urgent crisis of the cyber targeting of journalists and human rights defenders, the
High Level Panel recommends that countries, including the member countries of the MFC, designate this
issue a high-level policy priority and:

1. Commit to imposing strict legal requirements on any procurement and use of commercial
spyware in accordance with human rights, fundamental freedoms, and other norms of international law,
with an emphasis on identifying and avoiding such use where it poses significant risk of infringing

freedoms of expression or association;

2.  Enforce requirements on companies that develop commercial spyware to incorporate safeguards
throughout the product lifecycle to prevent abuse and to take necessary steps to prevent commercial

spyware from being sold to actors who abuse it;

3. Take steps to give effect to an international rapid response mechanism, including by establishing and
working within such mechanisms as the G7 Rapid Response Mechanism, to track and coordinate
information relating to validated instances of cyber targeting of journalists and human rights defenders
for the purpose of identifying opportunities for coordinated response and ensuring that information and
analysis is shared efficiently among country partners and the public;

4. Support individual journalists and human rights defenders who believe they have been targeted by
the abuse of commercial spyware, including by committing technical and/or financial resoutces to civil

society organizations working on these challenges;

5. Encourage private sector and civil society actors to provide technical and non-technical support to

those targeted by abuse of commercial spyware, including journalists and human rights defenders; and

6. Encourage investors in technology companies that produce commercial spyware and surveillance
software to undertake due diligence and to exercise any leverage with the businesses in which
they invest to ensure such businesses are: (i) incorporating safeguards along the product lifecycle to
prevent abuse, and (ii) taking necessary steps to prevent commercial spyware from being sold to actors

who abuse these technologies.
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