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Health Data: Governance and Rulemaking
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We are a “keep 
you healthy 
your whole life” 
company.
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Shaping health and well-being since 1886



MedTech

Pharmaceutical

Consumer Health

Major segments
*2022 Annual Report 

10

152,700 employees worldwide

Our three business segments
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Global Data Protection Laws and Regulations



Our Data Privacy and Security Program
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Federal

HIPAA
 FTC Act
 FTC Health Breach Notification Rule
 Privacy Act of 1974
 FDA Quality Systems Regulation
 FD&C Act (including 2023 Consolidated 

Appropriations Act)
 COPPA
 CAN-SPAM
 Telephone Consumer Protection Act
 FCC marketing rules
 Electronic Communications Privacy Act / 

Wiretap Act
 Video Privacy Protection Act
 Computer Fraud and Abuse Act
Defend Trade Secrets Act
 Sarbanes Oxley
 SEC Disclosure Rules

State

 Consumer Privacy Omnibus laws
Data breach notification laws
Health information privacy laws
 Biometric laws
Wiretap laws
Mini-FTC and TCPA Acts

*

U.S. Laws and Regulations



Our Data Privacy and Security Program
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EU Charter of Fundamental Rights

GDPR / EU member state laws

ePrivacy Directive

NIS Directive (2.0 forthcoming)

Cybersecurity Resilience Act

UK GDPR

FADP (Switzerland)

LGPD (Brazil)

PIPEDA & provincial laws (Canada)

PIPL, CSL, DSL (China)

IT Act & SPDI Rules (India)

APPI (Japan)

PIPA (South Korea)

POPIA (South Africa)

Non-U.S. Laws and Regulations



Our Data Privacy and Security Program

Lead in Accountability & Innovation



Our Data Privacy and Security Program
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Our Credo

Codes of Conduct

Privacy Compliance Framework

Principle-based Global Compliance
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Under EU law
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Source: https://dataspaces.info/common-european-data-spaces/#page-
content
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Source: https://www.eu-data-act.com/



Dat a  G ove r nance Act ( DG A)  – 30  M ay  2022  /  S ep t  
2023

21

The main 
axes of 

the DGA

Reuse of 
public 
sector 
data

Sharing of 
non-

personal
data

Notion of 
"altruism" 

in data

Definition 
of sharing 

service 
providers



22

Dr a f t  E U  Dat a  Ac t (DA )   ( 23  Feb r ua r y 2022 )

o 1. Strengthening users' rights
 Obligation for data holders to make 

the data generated by them on users 
available to users free of charge

o 2. New data sharing requirements from 
companies to governments
 In certain exceptional circumstances 

(e.g.: a health crisis or natural 
disaster) companies may be required 
to share their data with public 
institutions, including governments, 
free of charge

 Compensation may be requested by 
the data holder if it is requested in a 
preventive manner 

o 3. Supporting SMEs in B2B data transfers
 EU Commission's target: unfair 

contractual clauses, i.e., those 
imposed unilaterally on an SME by a 
more powerful party in a data sharing 
contract between companies

o 4. Easier switching between cloud and 
edge services
 Minimum rules to enable switching 

between cloud and edge services 
 new contractual, commercial and 

technical requirements
 Obligation to set various measures to 

prevent governments outside the EU 
from illegally accessing data stored in 
EU clouds

 5. An horizontal basis for future data 
spaces
 Sectoral acts destined to supplement 

the Data Act
 Beginning by the health data space, 

due to be presented in April 2022?



Why? 
• To regulate the reuse of health data for purposes other 

than initial care
• Value of this activity according to the EU Commission:

o €25 billion today
o Expected €50 billion in 2032

What to expect about the coming 
EU Health Data Space Act?

• First sectoral Act combined with DGA + DA
• Requirements of cross frontier data quality standards 

& interoperability and pan European infrastructure
• Improve efficiency in care and scientific research, 

towards a “EU data market” 
=> “Free the health data market” 
• What about individuals’ rights on ‘primary’ use and 

secondary use by design?
• What will be the scope and conditions of  permitted 

‘Secondary use’? Which secondary use will be 
forbidden?  

• Individuals’ rights on ‘primary’ use
o Individuals should have the right to access a 

minimum set of ‘primary’ health data, including 
vaccination, electronic prescriptions, images, 
laboratory results, discharge reports, and others –
using a free of charge access service

o Individuals will also have the right to restrict access to 
such data or share it with third parties free of charge

• ‘Secondary use’ for personalized medicines
o Secondary use includes health records, social data, 

administrative data, genetic and genomic data, public 
registries, clinical studies, research questionnaires, 
and biomedical data such as biobanks

o The list of allowed uses includes informing 
regulatory decisions and supporting public authorities 
in carrying out their tasks, as well as in education, 
scientific research, developing innovative solutions 
for public interests, and training algorithms with 
medical applications

o Some purposes to be explicitly forbidden, such as 
informing decisions against individuals with legal 
effects, including insurance premiums, commercial 
advertising, and selling data to third parties

• What’s next?
o EHDS Act still on its legislative way
o Exchanges with data protection authorities
o Several articles yet to be specified through secondary 

acts (delegated or implementing acts)
o What about the EHDS Governance?” Establishment of 

a "European Digital and Health Data Committee
o Source: 

https://www.euractiv.fr/section/economie/news/leak-
lespace-europeen-des-donnees-de-sante-pour-liberer-
les-donnees-de-sante/
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Fut u r e  E u r opean H ea l t h Dat a  S pace
( 2  M ay  2022 )

https://www.euractiv.fr/section/economie/news/leak-lespace-europeen-des-donnees-de-sante-pour-liberer-les-donnees-de-sante/
https://www.euractiv.fr/section/economie/news/leak-lespace-europeen-des-donnees-de-sante-pour-liberer-les-donnees-de-sante/
https://www.euractiv.fr/section/economie/news/leak-lespace-europeen-des-donnees-de-sante-pour-liberer-les-donnees-de-sante/


Dr a f t  E u r opean H ea l t h Dat a  S pace – 3  M ay  2022
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• supporting individuals to take control of their own health data
• supporting the use of health data for better healthcare 

delivery, better research, innovation and policy making 
• enabling the EU to make full use of the potential offered by a 

safe and secure exchange, use and reuse of health data 
within the EU

Objectives of 
the Proposal 

regarding 
health 

personal 
data

• The Proposal is subject to the GDPR and EU Data Protection 
Regulation (EUDPR)

• “Add-ons” on the rights of data subjects regarding their health 
data

• Implementation of a EU platform “MyHealth@EU » for the 
management of health data at EU level

• Dedicated framework on the processing of health data for the 
two describe uses of health data (primary and secondary 
uses)

Main 
provisions of 
the Proposal 

related to 
data 

protection of 
the health 

data
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#17719299v1

ACT ON THE SECONDARY USE OF HEALTH AND SOCIAL DATA

• Passed into law 2019

• Purpose: enable use of health and social data held in public registries in Finland for
• Planning and reporting duties of authority
• Education
• Statistics
• Scientific research

• Legislative process involved privacy related bumps in the parliament 



#17719299v1

AUTHORITIES WHOSE DATA AVAILABLE
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#17719299v1

PROCESS FOR USE OF SECONDARY DATA

• Findata: a new organisation managing the secondary use

• Applications for use of data to (i) data controller or (ii) to Findata, depending on situation 

• Detailed regulations on access rules and process in relation to use of data

• Data provided to applicant in pseudonym form

• Processing only in trusted research environment managed by Findata or certified data system

• Assumption: processing of personal data based on public interest. Data subjects have rights under the 
GDPR

• Anonymization only by Findata!
•  if results of the research published, Findata needs to be involved



#17719299v1

DATA REQUESTS

• Wide variety of methods to select data (including data on relatives and data on control groups)

• Examples:
• Live births and stillbirths of foetuses with a birth weight of at least 500 g or with a gestational age of at least 22 

weeks. Mothers of the abovementioned children.
• Patients in inpatient care and periods of care in Finnish health care in 2015.
• Recipients of social assistance in Southwest Finland in 2014



#17719299v1

PROJECTS USING THE DATA 

2022: 85 data sets delivered 

Examples of projects:



#17719299v1

UNINTENDED CONSEQUENCES FOR 
UNIVERSITIES AND OTHER PUBLIC 
AUTHORITIES
• Almost disaster for research at university hospitals

• Restrictions on use of university’s own data for 
secondary use

• Significant restrictions on ability to of university 
hospitals to submit data to international research 
databases

• Requirements for trusted research 
environments

• Data permit must specify organizations and 
persons accessing the data

• Findata’s anonymization monopoly: university 
hospitals not able to share anonymous data 
without overly burdensome and costly process

MODERATE – BUT NOT IMMEDIATE –
SUCCESS FOR PRIVATE 
ORGANIZATIONS 

• Earlier no access to data for secondary use 
•  now in theory extensive access

• Problems:
• Narrow definition of research purpose (or 

interpretation by authorities?)
• Slow and complicated process
• Limited usability of trusted research environments

OUTCOME



#17719299v1

LESSONS LEARNED 

Pay attention to detail and resulting process

Be vary of unintended consequences

Don’t set forth unreasonable technical 
requirements

Ensure international compatibility of regulation 
and practice 

Ensure compatibility with clinical research

Provide appropriate resources to relevant 
authority
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P A T C HWO R K  
A P P R O A C H
The United States continues to take a piecemeal, sectoral 
approach to privacy regulation. Though a unified national 
data privacy framework would do much protect consumer 
data, promote transparency, and provide regulatory certainty 
in the marketplace, attempts to create broader privacy 
protection at the federal level have been to date 
unsuccessful. Congress made bipartisan progress on enacting 
comprehensive federal privacy legislation last year, advancing 
the proposed American Data Privacy and Protection Act 
(ADPPA) to the cusp of a U.S. House floor vote. These efforts 
have been stymied by myriad issues—particularly state 
preemption concerns. 
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MU L T IP L E  R E G IME S

FTC 
The Federal Trade Commission 
has operated as a “de facto” 
privacy regulator. Section 5 of 
the FTC Act prohibits “unfair 
and deceptive acts or practices 
in or affecting commerce.”

HIP AA
Strict limitations on the use and 
disclosure of “Protected Health
Information” (PHI) by “Covered 
Entities” and their “Business 
Associates.” Broad exceptions 
for research, de-identified data.

S ta te  Laws
To date, California, Colorado, 
Connecticut, Utah, Washington 
and Virginia have enacted (and 
Indiana, Montana, and 
Tennessee have passed, but not 
yet signed) comprehensive data 
privacy laws. 

ADPPA
Lawmakers are signaling a 
continuing appetite for a 
national privacy framework. 
The March Congressional 
hearing saw support for the 
proposed ADPPA as a solution 
to current regulatory 
shortcomings.
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R E E V A L U A T IN G  
R E IMA G IN IN G  
R E IN V E N T IN G  HE A L T HC A R E
T h e  g l o ba l  p a n de mic  h a s  i r re vocably  a l te red  
o u r  a p p ro ach  to  h e a l thcare  i n n ovat ion  a n d  
a d vanc ement .  D ata  h a s  c e r ta in ly  p l ayed  a  ke y  
ro l e  i n  e n a bl ing  c ro ss -bord er,  a s  we l l  a s  c ro ss -
s e c tor,  co l l aborat ion  to  o p t i mize  p u b l i c  h e a l th  
re s po nsi veness . M o re  t h a n  e ve n  t h i s ,  d ata  w i l l  
b e  t h e  ke y  to  t h e  o p t imizat ion  o f  ca re  d e l ivery  
a n d  h e a l th  o u tcomes—without  i t ,  we  r i s k  b e i n g  
i l l - equippe d to  me e t  t h e  n e e ds  o f  a  g ro wing ,  
a ge i ng  p o p u lat ion  w i t h  i n c re asin g ly -comp lex  
c h ro nic  d i s ease  ma n a gement  d e ma nds .  
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HO W D A T A  FU E L S  
IN N O V A T IO N

Resea rch
• Expedites drug and device 

development
• Improves research integrity
• Allows decentralization
• Facilitate analytics and 

predictive modelling

Pa t ien t s
• Personalized interventions and 

advanced diagnostics
• Fuels remote monitoring, care
• Expands and improves access, 

particularly for marginalized 
communities

Hea l th  Sys tems
• Reduces healthcare costs
• Enables population health 

management and care 
coordination across the 
patient care spectrum

• Optimizes clinical outcomes
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SPOTLIGHT:
FTC ACTIVITY



D E C E P T IV E  P R A C T IC E S  
U N D E R  T HE  F T C  A C T
A p ra ct ice  i s  “d e c ept ive ” w h e re  i t  i nvo lves  a  
mate r i a l  re p resentat ion,  o mi ss ion  o r  p ra ct ice  
t h at  i s  l i ke ly  to  mi s lead  a  co n s ume r  a c t i ng  
re a son ably  i n  t h e  c i rc umstances .  Fo r  exa mp le,  
a  co mp any ’s  co n s ume r- fac ing  p r i vacy  p o l i cy  
may  s tate  t h at  i t  d o e s  s o meth ing  w i t h  re ga rd  
to  p e rsona l  i n format ion  ( e . g . ,  “we  e n c r ypt  yo u r  
d ata  i n  t ra ns i t  a n d  at  re st ” )  t h at ,  i n  p ra c t ice ,  i t  
d o e s  n o t .
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U N FA IR  P R A C T IC E S  U N D E R  
T HE  F T C  A C T
An  a c t  o r  p ra ct i ce  i s  “u n fa i r ”  i f  i t  ca u s es  o r  i s  
l i ke l y  to  ca u s e  s u bstant ia l  i n j u ry  to  co n s umers
w h i ch  i s  n o t  re a sonab ly  avo i dable  b y  
co n s umers  t h e mselves  a n d  n o t  o u t wei ghed b y  
co u nter va i l ing  b e n ef i ts  to  co n s umers  o r  to  
co mp et i t ion .  T h i s  h a s  l o n g -been  i nte rp reted  a s  
e stab l i sh ing  a  b a s e l ine  “ re a sonableness”  
s ta ndard  fo r  co mp anies  w i t h  re s p ect  to  t h e i r  
i n format ion  s e c u r i ty  p ro gram d e s ig n  a n d  t h e i r  
a d o pt ion  o f  p ra ct i ces  to  a p p ropr iate ly  p ro tec t  
p e rsona l  i n format ion.
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C A S E  S T U D Y :  L A B MD

• In 2010, the FTC was notified that files belonging to LabMD may have 
inadvertently been made publicly available through an employee’s use of 
LimeWire—a peer-to-peer file-sharing program—exposing the personal 
information of 9,000+ consumers to a high risk of unauthorized access. 

• The FTC alleged LabMD failed to implement “reasonable” security practices 
such as intrusion detection systems, file integrity monitoring, firewall traffic 
monitoring, security training for employees. It also alleged a failure of risk-
reducing data minimization practices because the company had been storing 
consumer information longer than necessary. LabMD appealed the FTC’s 
findings, arguing the allegation was too vague as to be enforced. 

• In 2018, a federal court of appeals sided with LabMD, ruling the term 
“reasonable” was “devoid of any meaningful standard.”

• In practical terms, the LabMD case represented a major inflection point for 
the FTC’s enforcement approach. Post-LabMD, FTC began (i) alleging with 
granularity how respondents violated federal law and (ii) drafting 
settlements containing more specific remedial measures—e.g., restrict 
inbound IP connections, require authentication, limit access by function, 
implement MFA, perform vulnerability testing at least once per quarter.
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HE A L T H  B R E A C H 
N O T I F IC A T IO N  R U L E
G e n e ra l ly  re q u i res  ve n d ors  o f  p e rs ona l  h e a l th  
re co rds  a n d  re l ate d  e nt i t ies  to  n o t i fy  
co n s umers  fo l lowing  a  b re a ch  i nvo lv i ng  
u n s ec ured i n fo rmat i on  ( o r  a  b re a ch  o f  s a me b y  
a  s e r v ice  p ro v ider ) .  

I n  2021,  t h e  co mmiss ion  i s s ued a  p o l i cy  
s tateme nt  t h at  c l a r i f i ed  t h e  He a l th  B re a ch  
N o t i f i cat ion  R u l e  a p p l i es  to  mo st  h e a l th  a p p s  
a n d  s i mi lar  te c h nolog ies .
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T HE  F T C  P O S T - D O B B S

I n  J u l y  2022,  P re s ident  B i d e n s i g ned  a n  E xe c u t ive  
O rd e r—”Pro tect i ng  Ac c ess  to  Re p rodu ct ive  He a l th  C a re  
S e r v ices”—in  re s ponse to  t h e  S u p reme  C o u r t ’s  
o ve r turn in g  o f  Ro e  v.  Wa de.  Pa r t  o f  t h e  O rd e r  d i rects  the  
F TC  to  co n f ront  v i o l at ive  p ra c t i ces  re l ated  to  p ro te ct ing  
co n s umers ’  p r i vacy  w h e n s e e k ing  i n for mat ion  a b o ut  a n d  
p ro v is ion  o f  re p roduct ive  h e a l th  s e r v ices .  T h e  F TC  
i s s ued a  s tateme nt  t h at  i t  co n s ide red  l o cat ion  a n d  
h e a l th  i n format ion,  p a r t i c u lar ly  re ga rd ing  p e rso na l  
re p roduc t ive  matters ,  to  b e  a mo ng  t h e  mo st  s e n s i t ive  
i n format ion  d e s e r v ing  o f  e n h anc ed p r i vacy  a n d  s e c ur i ty  
p ro tect ions .
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C A S E  S T U D Y :  P R E MO M

• On May 17, 2023, the FTC announced a proposed settlement agreement (in 
the form of a stipulated order) with Easy Healthcare Corporation, which 
operates the “Premom” fertility tracking app. 

• The FTC alleges Premom (i) made deceptive statements in its privacy policy—
including statements that it would only collect and use nonidentifiable user 
information—to consumers, and (ii) failed to provide notice to users when it 
shared their health information without their consent.

• This is the second enforcement action that the FTC has brought under its 
broad interpretation of the Health Breach Notification Rule, following its first 
enforcement action in February against GoodRx. 

• The proximity between these two enforcement actions—combined with the 
FTC’s Notice of Proposed Rulemaking (NPR) modifying the Health Breach 
Notification Rule last week—indicates the FTC’s continued interest in, and 
ever-broadening regulation of, digital health privacy.

• The NPR’s most significant proposed change is to clarify that a security 
breach includes any unauthorized acquisition of identifiable health 
information that occurs as a result of a disclosure. Currently, the language of 
the Rule can be interpreted to apply only to malevolent breaches.
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SPOTLIGHT:
ADPPA REDUX



P U B L IC  HE A L T H  E XC E P T IO N
T h e  AD PAA i s  to p  o f  mi n d  fo r  a  b ro a d s wathe  o f  
l a wmakers  a n d ,  i f  e n a c ted,  wo u l d  b e  a d d  to  t h e  F TC ’s  
a rs ena l .  T h e  AD P PA,  a s  c u r rent ly  d ra f ted,  exc l u d es  d ata  
p ro tecte d  b y  H I PAA—which  co nta ins  a  b ro ad exc e pt i on  
fo r  d i s c losures  o f  p e rsona l  i n for mat ion  ma d e  i n  t h e  
i nte rest  o f  p u b l i c  h e a l th  a n d  s a fety.  I n  to d ay 's  wo r ld ,  
h o weve r,  h e a l th  d ata  d o e s n’t  j u st  re s id e  w i t h  C o ve re d 
E nt i t ies  a n d  t h e i r  B u s iness  As so c iates .  B e ca u se  t h e  
AD P PA d o e s  n o t  a p p e ar  to  co ntemplate  a  p u b l i c  h e a l th  
exc e p t ion,  i t  may,  i n a dvertent ly,  h i n der  p ro g ress  o n  
p re d ict ive  a n a lyt i cs  a n d  o u t bre ak  re s p onse.
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S T A T E  L A W P R E E MP T IO N
S tate  l a w  p re e mpt ion  i s  a  ma j o r  p a i n  p o i nt  o n  t h e  ro a d 
to  e n a c t ing  a  u n i f ied  n at ion a l  d ata  p r i vacy  f ra mework .  In  
p a r t i cu lar,  t h e  s tate  o f  C a l i for n ia  h a s  b e e n vo c i fe rous  i n  
i t s  o p p o s i t ion ,  ca l l ing  o n  C o n g ress to  “s e t  t h e  f l o or  a n d  
n o t  t h e  c e i l i ng ” i n  a ny  fe d e ra l  p r i vac y  l a w,  a n d  to  a l l ow 
s tates  to  p ro v ide  a d d i t iona l  p ro tect ions  i n  re s p onse to  
a n  e ve r -chang ing  te c h nology  l a n dscape.  I f  t h e  AD PAA i s  
to  ma ke a ny  h e a d way,  we ’re  l i ke l y  to  s e e  exp re ss 
a d o pt ion  o f  C a l i fo rn ia ’s  mo st  s t r i ngent  p ro v is ions—e. g . ,  
re q u i r ing  exp l i c i t ,  o p t - in  co n s ent  f ro m t h e  co n s umer  to  
u s e  p e rsona l  d ata  i n  a  “s e co ndar y ”  way.
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C O N C L U S IO N
In the U.S., protecting data privacy and fueling 
innovation are not mutually exclusive goals—but the 
interplay between these oft-competing interests is, 
in a word, complex. Regulation and enforcement 
may hinge on a variety of factors, including the 
potentiality for harm, the potentiality for good; the 
data subject’s consent, and the data processor’s 
intent. As we work towards an effective data-sharing 
culture, the goals we must keep top of mind, far 
beyond data security, are ethical in nature.  
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THANK YOU 

Kim T. Le

+1 415.738.5706

kle@debevoise.com

www.debevoise.com
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