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Overview

• Provide a quick overview of how our company governs and manages privacy.

• Discuss how we have developed technologies to assist in legal and compliance 
processes – using our Privacy Office as a case study.

• Share a simple example in Contracting, Data Protection Agreements, and Data 
Transfer Agreements
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Merck’s Privacy Program

• Global program based upon the GDPR as the foundation.

• Accountability-based with strong support from the top.

• A central team of 18 professionals who directly oversee a leveraged, accountable 
team of 255 Privacy Stewards globally.

• Certified in APEC CBPRs and EU BCRs.
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Our Strategic Privacy Framework – Meeting Regulator Expectations
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Our Strategic Privacy Framework – Meeting Regulator Expectations

Assistive Technologies
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Data Determines the Health of the Program

In addition to direct Regulator reviews and certifications, all key processes have been instrumented using 
technologies:

• Training
• Privacy/Data Protection Impact Assessments
• Third-Party Diligence/Assessments
• Incident Management
• Data Subject Rights
• Program Self-Assessments/Audits
• Contracting/Transfer Agreements

By instrumenting these processes, we continue to improve our ability to spot trends, mitigate risks, and 
deploy our resources in the most critical areas.  It is also the core of an ability to demonstrate.
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Supplier Privacy Assessments (SPA) Tool
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SPA Dashboard
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Privacy Impact Assessment Tool (PIA)
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Privacy Impact Assessment (PIA) Dashboard
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Incident Management Tool
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Incident Management Dashboard
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Data Subject Rights Tool
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Data Subject Rights Dashboard
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Self-Assessment Tool- (Data Entry)
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Self-Assessment Dashboard - (Reporting)
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Contract Language Tool
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Personal Information Classification Tool
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Privacy Steward Lookup Tool
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Governing Via Data
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Intelligence/TrendsDemonstration Reporting

Prioritization + Continual Improvement

Contract
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Example:  Contracting
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Example:  Contracting

• Contracting was a major “pain-point” and resource burden globally for the Legal & 
Compliance Organizations due to numerous changes needed from evolving laws and 
regulations. 

• We developed an application to assist our business stakeholders and procurement 
organizations to ensure new and renewed engagements contain the most recent 
contract language and amendments related to the applicable jurisdiction(s). 

• Let’s look at a video of how this simple technology works…
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Example:  Contracting
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Thank You
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Putting the Privacy Program Into Effect
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Executive expectations and measures

Binding mechanism with “what/how”

Leveraged accountable ownership

Contextual implementing standards/tools

Subjective, reviewed, mitigated locally

Trend analysis and objective assessment
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Key Program Components & Mechanisms

26

 STANDARDS
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